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SEQ::TION 1 - EXECUTIVE SUMMARY ' , -{
1.1 "Purpose of the Study) , RO,

The Study PurposelWas io Determine the

AUTOMATED

Feasibility of Standardizing and Automating EEA 2 DY
. . @ R
FMEA Techniques for Electronics and to TECHNIQUES 3 bt
. . . - o
Develop Such Techmsues . v ]
) Sae 7 15< ‘, =
~ Phase 1 .*‘ 3
N
® Assess the feasibility of developing & standardized FMEA technique for electromc : E_;-_,
enuipment ‘ {2

o Det' -mine the amount and type ot automation which is both feasible and cost-
effective -

Phase 11

. o Standardize FMEA technique for electronic equipment where possible

e Automate the stand..1iized FMEA technique to the maximum extent possible
consistent with cost-efi..:tiveness

o Assess the feasibility of characterizing the external terminal failure signatures of
complex, multi-terminal electronic devices .

. . | h E~_ !
k ' " . ’ t‘:“

N
AN
The Automated FMEA Techniques study was performed in two phases. 7
The purpose of Phase I was to assess the need for and feasibility of developing a nE
standardized FMEA technique for electronic equipment. The feasibility of developing bkt
' the standardized technique was assessed on the basis of a detailed examinatio. of g
existing techniques for weak or void areas and an analysis of the information which - '*}Z,
would have to be developed to support a standardized technique. The feasibility of ' % %
automating the standardized iechnique was assessed with respect to the use of existing b I
automation tools, the development of a totally new automated tool, and the . "
development of a hybrid package which embodied all or part of an existing tool within AR
the automation package. The desirability of an automation package was assessed with “r"{:{
respect to providing greater levels of detail for a fixed level of effort, reducing the ' ;g.}}}- :
overall analysis cost, and increasing the usability of the analysis by the multiple A
" specialty engineering disciplines which could potentially extract data from an FMEA, S
The purpose of Phase II was to develop a standardized FMEA technique for -
electroric equipment. The standard technique was to be based on existing techniques, e
if possible, and was to resolve any weak or void areas. The standard technique was to o oy
be automated to the maximum extent practical, consistent with the performance of a }:t}
cost-effective FMEA. The developed automation, whether a totally new package, or a . ay
combination of existing automation tools and some newly developed automation war to b
be user friendly, transportable, and supportive of existing FMEA requirements. . : L
Additionally, the feasibility of characterizing the failure signatures of complex : R A
microelectronic devices, which are observable at the external terminals, was to be R ol
investigated and the characterization includled in the staundardized FMEA, if possible, o
, A R : . i
o - ‘ t ' - & i
L P B DT T .w;m:g-v*.nnr:ufuw P LI I TV IME W RO TS TE S e o e e e . s




 automated FMEA technique was to initially determine the relevant strengths:and

. . currently available and pctentially usable for FMEA purposes. -

SECTION 1 - EXECUTIVE SUMMARY
1.2 Phase I Activity

[ Phase I Determined the Feasibi}*:y of Developing AUTOMATED x
and Automating a Standardized FMEA FMEA '
Technique and Its Appropiiate Limitations TECHNIQUES

d2-6ZRZY

STUDY TASK RESULTS
o Assess the FMEA specifications and — FMEA specifications and standards define the analysis
standards currently in use for FMEA and provide a contractual baseline for deliverable data
® Review the technical literature on — Except for G.L. Barbour’s matrix technique there has
FMEA been verv little development of new FMEA
methodology

— There is no recognized single source for component.
: failure modes

e Survey the technical community to — The amount of computerization accomplished by

assess the availability and existence individual companies is small and limited to some
of proprietary and non propnetary clerical assistance to the engineer performing the
tools and techniques ~ analysis
e Survey the commercial marketplace — Commercially available computer programs are
for existing analysis programs which intended for circuit analvsis and are limited in FMEA
can be used to perform or support applicability '
FMEA
' - Commercially available programs are large, cxpensive,
and difficult or impossible to mtegmte and modif;’
k C for FMEA:requirements

The approach used in determining the feasibility of developing a standardized,

weaknesses of existing techniques and to examine the feasibility of strengthening any
-identified weak areas. An availability assessment was then made of the availability of
sources of information required for FMEA but not readily available within the
electronics industry was then made. This included relevant military and industrial
standards, technical literature on FMEA, and a direct survey of the technical
community. In addition, an examination was made of automated tools whlch are

- The standards and literature reviewed were limited to material published within
the last ten years and to the iatest revision of standards available. It was found that
the specifications and standards are adequate for their intended purpose. They uniquely
define the intended analysis and iorm a contractual basis for delivery of the FMEA.
The technical literature revealed only one significant new technique within the FMEA
technology, the matrix technique dev..lopd by G.L. Barbour and published in 1977.

The industry survey revealed that very little FMEA computerization has been
accomplished and what is available is clerical in nature. The survey of available:
automated tools found that most design analysis programs had major limitations with
respect to FMEA purposes. The one clerical FMEA pmgram identified is expensive and
requires specialized user training.

No industry-recognized source for component failure modes and the frequency of
their ozcurrence was found. This information is required if numeﬁeally accurate
piece-part cnticality assessment is to be pertormed. '

2




SECTION 1 - EXECUTIVE SUMMARY
1.3 Phase I Conclusions

bl

%

- Phase I Concluded that a Stafndardx'z.ed, AUTOMATED  |» 25
Automated FMEA 'Technique Using the FMEA 2 :‘v :

. . . ' o O

Matrix Method is Both Needed and Feasible TECHNIQUES o

oy

® The current FMEA standards and specifications are adequaie for their intended , ‘ ?;'
purpose but do not providc a standardized FMEA technique v g g

'® Standardization of FMEA techniques is frasible 2nd should be based on an
expansion of the matrix technique

® Automation of circuit analysis for direct FMEA use is not feasible
& Automation of the effects analysis functions is feasible and cost-effective

- @ A compilation of component failure modz data is desirable if it can be obtained
cost-effectively

N - _/

The matrix FMEA technique is the most promisirt methodology for
standardization. It provides a significant veduction in clerical lagor compared to the
MIL-STD-1629A tabular format=. increa. s reucubility, and allows information to be
readily extracted. Its pnmary iimitation is its mabmty to contain commentary
material.

The development ot a standardized techque was determined to be feasible in
terms of depth of analysis, program phasing, presentation format, and usability of
results. The standardization of electronie eircuit analysis, similar to that nmposed for
reliability predictions by MIL-HDBK-217, was not considered feasible.

An automation tool to perform circuit analysis and provide an FMEA basedon . I ,a i
that anatysis is not censidered feasible. Large circuit emulation programs are limited : E r,
in types and size of circuits analyzed and are structured to produce an output in terms ; 4
of algnal parameters at a specific nodal. point. They reqmre the circuit design by

engineer's interpretation of the effects in every case. - .
An automation tool to reduce the ~lerical effort requxrw:l for an FMEA is ' "
feasible. 'The several proprietary programs in existence are limited in scope. The one '
commercxauy available program for clerical wo:kload reductxon is fairly expensive and .
requires a training course. NG
A compilation of component failure modes for PMEA usage is needed for accurate OB
criticality analysis. There may be adequate compiled failure records and studies ' -
- available within the electronics mdustry to allow a centralizeu source to be developed
for components which have been in use for many years. These data compilations should
‘be investigated to determine the approxlmate component failure modes and their : i
associated rates. , 8 . A
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. SECTION 1 - EXECUTIVE SUMMARY
" 1.4 Phase iI Activity

/" In Ph?se l‘l, a Star:ndardized FMEA Technique AUTOMATED \l.
Using tiie Matrix Approach was Developed, FMEA 12
:

Along with Appropriate Automated Aids - TECHNIQUES

otudy Task Result

® Develop a standardized FMEA techrique | — A standardized TMEA technique based on an

- .which is comp-ehensive, time and cost- expansion of the matrix techmque has been
_effective, and car be automated developed

® Develop an automation tool to ~ A computer program which fully automatcs
accompany the standardized technique effects analysis has been developed

@ Devefop a compilation of high useage ' — A list of high useage piece part failure mcles
piece-part failure mode data if cost- was compiled but indicated little correlation

effective between sources

< @ Assess the feasibility of characterizing the | — The electronics industry does not have

external terminal failure signatures of sufficient data to allow a meazingful character-
complex, multi-terminal microelectronic ization of complex microelectronic device
devices failure modes for piece-part FMEA useage

/

The Phase II study tasks were undertaken to provide a standardized technique for
performing FMEAs of electronic equxpment which would provide maximum usability of
results while minimizing the ef fort requu'ed. The resulting advanced matrix technique
is a significant extension of G. Barbour's origincl matrix methodology. The technique
has been extended to allow the methodology to be used for the entire analysis rather
than as a supplement to tabular methods. Also, the extraction of maintenance- related
information from the matrix format FMEA has been improved and rigidly defined.

The automation tool which accompanies the advanced matrix technique FMEA is a

. flexible, user-friendly integration of the technique with the analysis environment. The
‘program has been deliberately designed to ensure ease of use where constant change is
a normal part of the design process. The analyst is expected. to interact with the
computer aid directly while performing the analysis.' The computer directs the
information entry throuzh the use of a full sereen interactive. approach. '

The Phase I survey cf ihe te. hnica! 2ommunity was extended in Phase II to include
a request for component failure inodes vurrently in use by engineers performing FMEA.
The failure modes obtained w~re not trace .ole to any specific program or data collec-
tion effort. The component failure modes currently in use for FMEA are apparently the
result of a Delpii process at the various individual organizations. The development of a
comprehensive compilation of high-usage component failure mode data was beyond the
scope of this study.

A survey of technical and compuhent manufacturmg communities revealed that
industry does not have a component failure information data base which is sufficient to
allow the failure signatures of complex mlc‘:o_electromc devieces to be characterized.
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SECTION ]l - EXECUTIVE SUMMARY
1.5 Recommendations for Future Research

’/The Automated FMEA Study has Identified AUTOMATED
Several Areas of FMEA Technology Where N QUES
Additional Research is Needed o ’

d% CZely

® FMEA of software is largely undefined

® FMcA of complex digital circuitry is a problem at the piece-part leva! of detail
@ Component failure mode rates are not kno..n

® The failure modes/signatures of complex, multi-terminal devices are not defined

. Y,

The Automated FMEA Techniques study has provided both a standardized
technique for FM " % on elecironic equipment and an automation package to reduce
analysis costs anc increase analysis usability. The study has not, however, resolved
scveral tec' -:cal problems which may be of significance to the analysis.

The analysis methods to be used when assessing equipment which is dependent on
software performence for correct oneration has hot been resolved. This is a potentially

significant limiting factor with respect to the FMEA process. An increasing number of -

types of equipment are dependent on software performance for end item function.
The analysis problems associated with the piece-part level FMEA of complex

digital circuitry stiil remain. The failure signatures associated with complex,

multi-terminal devices could not be uniquely characterized. Additionally, the

.increasing use of microelectronic devices with computer bus oriented architectures -

presents a complexity problem which may preclude any realistic piece-part analysis for
some circuitry. Also, the data base which would be required to allow device failure
signature charecterization may not be developable due to the rapid advance in
component technology. Many, and perhaps even most, complex microelactronic devices
will be obsolete prior to the accumulation of data, which is sufficientl, oinprehensive
to allow the characterization of the device's failure signatures.

The problem of calculating accurate, traceable and vomparable criticality
numbers has not been resolved. The component failure modes and associated rates
which ere in use by the clectronics community have been developed through a delphi
procecs rather than data collection. This problem is probably not solvable in a cost- .

8
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SECTION 2
PHASE |
STUDY ACTIVITY

Phase I study activity was designed to determine the feasibility of developing a
standardized FMEA techniqué for electronic equipment and the feasibility of
automating the technique. Additionally, the Phase I study activity was used to provide
the scope and focus of the subsequent Phase I activity.

The activity during the Phase I, feasibility phase, of the study consisted of four
‘basic tasks. The specifications and standards which are commonly used to describe and
contractually impose FMEA of electronic equipment were reviewed and evaluated with
respect to their adequacy in uniquely defining the analysis desired and in providing
gixicame to the analyst on the technique to be used. The technical literature on FMEA.
was reviewed .0 determine applicable techniques, recent developments in FMEA, and
any relevant, supplementary information which would assist in the performance of the
ana.lysis. The technical community was surveyed to identify PMEA automatioh tools
which had been ¢ :veloped by individual companies to assist their engineers in
performing FMEA. Additiorally, the survey of the technical community was used to
identify sources of component data for use durirg Phase Il of the study. The
commercial, technical marketplace yas also invastigated for any automated tools which
were a'vailable and could be used tu assist in FMEA.:

The results of these investigations were then used to determine the appmprinte
scope and direction of the Phase Il study activity.

2.1 SPECIFICATION AND STANCARD EVALUATION .

' The specifications and standards reviewed comprinb two broad general categories,

. programmatic and procedural. ' Each specification type, while different in intent, helps

~ define and establish FMEA for electronic equipment.

| The programmatic standards describe and provide for the oversll linkage of the
FMEA to contractual requirements and to the engineering progrlms' for reliability, -
safety, maintainability, and related disciplines. These standards provide guidance on

_utilizing the FMEA as an integrated program element within the various disciplines.

'Guldance is generally given with respect to proper prog'nm phuing of the analysis, and ‘
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dppropriate review points. The programmatic standards are not intended to provide
specific guidance on methodology to be used, format required, or other specifies of the
analysis. The most commor..y invoked programmatic standard for FMEA,
MIL-STD-785B, provides guidance to the procuring activity in regards to tailoring the
analysis requirements to achieve program objectives.

The procedural standards define the FMEA requirement in detail. These standards -

define the information required for the analysis output and the typical format the
output presentation is to have. The methodology to be used to achieve the analysiz is
described in general terms.

The specifications and standards reviewed during Phase I of the study are listed in
Table 1, along with the title, date, and category of the specification. All s*andards
reviewed were limited to the latest revision released. All outdated revisions and
superceded specifications and standards were assumed to have had any reievant
requirements incorporated into succeeding revisions or superceding documents.

The most common method of specifying a formal FMEA for U.S. Military
procurements is to impose a MIL-8TD-785B reliability program with an FMEA in
eccordance wiih MIL-STD-1629A. This is typically specified within the contractual
Statement of Work (SOW) with associated data delivery required in accordance with the
Contract Data Requirements List (CDRL) and DI-R~7085. This requirement is
commonly imposed along with a MIL-STD-470 maintainability program, a ‘
MIL-STD-882A safety program, and a MIL-STD-1388 logistics support analysis in
related disciplines. Standards which represent a tailoring of MIL-STD-78B and
MIL-STD-882A such asQR-BdO-Q and MIL-STD-1574 A are substituted for the more
common standards in specific procurements. This is particularly prevalent for missile
system procurements. .

The programmatic standards for reliability in combination with a contractual SOW
define the requirements for the FM BA in terms of level of Jetail and required delivery
dates. There does not appear to be any ambiguity introduced with respect to the
analysis required, the intended usages of the analysis, or any other specific requirement

of the FMEA by the progrnminatic specifications. There is a potential problem;

because the contractual documents do not provide the detailed definition and tanorhg
requnred.




TABLE l.v SPECIFICATIONS AND STANDARDS EVALUATED

Standard Title Date Category
SML-STD- Re! tébllxty Program for Systems. 15 Sep 80 Programmatic
785B - aiwd Equipment, Development anc
and Production |
MIL-STD- Procedures for Performing a 24 Nov 80 Prox edural
1629A Failure Mode Effects and ‘
Criticality Analysis
ARP-926A Society of Automotive Engineers 15 Nov 78 'Procedural
- Recommended Practice
Fault/Failure Analysis Procedure
MIL-STD~- Reliability Program Requirem >nts | 22 duly 77 Programmatic
1543 thru for Space and Missile Systems
Notice 2
MIL-STD- System Safety Program 4 28 June 77 Programmatic
882A Requirements
MIL-STD- Maintainability Program 21 March 66 | Programmatic
470 Requirements '
MIL-STD- System Safety Program for 15 Aug 79 Programmatic
1574B Space and Missile Systems
QR_-gOO—Q Reliability Progfam for Equipment 13 Jan 82 Programmatic

Development (U.S. Army Mnssnle
Command)

.- @ucew e -

' The prlmary Fm EA procedural speciticatxons currently in common use are

MIL-STD-1629A and ARMZSA. When a formal FMEA process is subject to procuring
activity review or contractual delivery, one of tnese two standards is usually invoked.
The U.S. lelitAry procurement agencies normally specify MIL-STD-1629A for FMEA on
electronic equipment. | ' | S

ARP-926A provides a reasonably detailed, but gﬁ‘ﬁsral set -of guidelines for

performlnglfault/fail'ure analysis. This includes the approaci: to be used during the
analysis for both FMEA and fault tree methods. The ARP also provides some simple
example material to aid the analyst in interpreting the process required. Tha document -
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does not mandate a specific format but instead suggest‘s. that the anatyst develop his
own format based on the unique requirements of the pé,rticular analysis.
MIL-STD-1629A provides specific guidance with respect to format and
information requirements for FMEA. The standard does not provide guidance to the
analyst on how' to perform the analysis. There is no exemplary material provided within
the staadard. The document is structured to providc a rigid, contractual requirement
for the analysxs data rather than a procedure for developmg the analysis. ‘
MIL-STD-1629A and ARP-926A are both very general in their descnptxon and
require significant levels of individual interpretation by the analyst to apply the stated

'requirements to a particular system. The standards pro_vide adequate guidance to allow

analysis of a relatively simple mechanical or electrical product to be performed by an

. inexperienced analyst. However, the documents provide very little guidance for the

analysxs of modern, complex electronic equxpment. Specific weaknesses include:

e Piece-part failure modes and the percentage each mode represents of the
total failure rate are not provided. No guidance is given to an appropriate
reference to obtain these modes and percentages. This information is

. required for FMEA at the piece-part level when criticality analysis is desired

e There is no guidance given for the level of analysis or the treatment of
complex electronic devices (m{croprocessors, memories, etc.).

The standards and specifications, both programmatic and procedural, are adequate

in terms of defining the contractual FMEA requirements in terms of a set of specific

‘data, with a mandated level of detail and program phase. The documents provide little

or no information on the techniques and methodology to be used in analyzing modern
electronic equipment. The only tool presented mth the documents is the sample FMEA
output form for manual use.

2.2 CURRENT TECHNIQUES IN FMEA

The relevant -techh‘ical literature was researched as a gart of the Phase I study’
activity to deiermine what new or improved tool'; or techniques had been developed to
aid in the performance of FMEA and fault/failure ahalySis in the electronics industry. |
The review of the technicai iiterature was also used to identify any supplementary -
technical information which could aid an analyst in performing FMEA. Thé literature
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review was limited to material published within the last ten years. This was considered
a reasonable time limitation due to the rapid evolution of electronic technology during

- the perlod and the rate at which existing techniques and tools are improved within the
electronic and aerospace industries.

The scope of the literature reviewed included improved manual and automated
techniques and new technical information relating to expianded or improved applications
of existing techniques. This included en& technical information which provided the
techniques required to allow usage of the FMEA in apphcations previously considered to

- be prohibitively difficult.

For the purposes of this study any new or improved technique was expected to
either meet the intent of MIL-STD-1629A for informational content or be readily
adaptable to meet the intent of the standard. The method would heed to provide a
complete listing of all single point failures and their cffects at each level of indenture.
Additionally, criticality or some other relevant categorization of failures which is
cohsistent with MIL-STD-882A would need to be obtainable. The specific format of the
output presentation was not considered critical. To be considered an'improvemént over
existiné methods, any new techniques were required to provide one or more of the
following:

® A reduction in the total labor expended to produce an equivalent analysis ora

more detailed analysis for the same labor

e Increased usability in related disciplines (e.g., safety, mainta.n&bﬂity, and

logistics)

. improved traceabihty and readability of the analysis

B Increased accuracy of the analysis .

® A reduction in the skill or expertise required of the enalyst.

. The identification of techniques which would reduce the total labor expended to
produce the analysis was considered of critical importance. Any technique which
reduced the labor requirements for the analysis would‘ellowv easier completio'n of the
FMEA within a time frame which coincided with the design process. This would help
ensure that the FMEA results are incorporated into the design at a coet-efte'ct_i\ie point
in the program. | '
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" 2.2.1.2 Failure Modes and Effects Arslysis

2.2.1 COMMON FAULT/FAILURE ANALYSIS TECHNIQUES

A review of the technical literature reveals two prominent fault/failure analysis
techniques currently being utilizeq within the electronies and aerospace industry: Fault
Tree analysis and the FMEA. These are general techniques which are applicable to a
wide range of designs to allow reliability and safety assest ment. The results of either

~ type of analysis can additionally provide inputs to the maintainability analysis process

and aid in the development of training .and technical manual material. The two primary
fault failure analysis techniques have been extended with more specialized analysis
techmques such as common cause analysis and event sequence analysns. Common caﬁse
and event sequence analysis are the most bmadly applicable of the many specialized
analysis techniques in use. These specialized techniques are supplementary to the
primary analysis methods and extend their usability or accuracy in specialized
applications. The specialized tachniques are not considered to be replacements for

either general technique.

2.2.1.1 Fault Tree Analysis

Fault tree analysis is a deductive, top-down, failure analysis technique with wide
applicability and use, primarily for system safety analysns. The analysxs starts with an
undesired top event (failure) and proceeds cownward through the hardware under
exammatnon to identify all potential single and multiple failure causes (primary
events). The resulting fault tree is,a Boolean rebresentatio of all events which can
potentially lead to the undesired top event. A significant y of téchnical literature
on fault tree approaches and uses exist at various levels of mathematical '
sophistication. R.E. Barlow provided an excellent introductory work in 1973 (1).

\.

Failure Modes and Effects Analysls (FM EA) is a bottom-up, inductive, failure

analysis technique. This analysis, which is normally performed by reliability engineers,

is used to support multiple disciplines. The analysis ou_tput pports reliability,

m'aintainabiuty, testability, logistics, and safety ectivities. The analysis starts witha > ‘
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single point, low-level failure and proceeds upward through the hardware under analysis
’ to define the failure effect at each level. The analysis method is defined in

'MIL-STD-1629A and ARP-926A. AN
. \

N
\,
¢

‘ 2.2.1.3 Common Cause Analysis N

Common Cause Analysis is an extension of fault/failure analysis techniques to
assess the effects of e\}ents common to an entire system (earthquake, overvoltage,
temperature, etc.) on what are normally independent failure paths. The tecb.nicjue,
which is usually used in conjunction with a fault tree analysis, allows assessment of
failures which can simultaneously effect apparently independent features. A varizly of
approaches to the analysis have been taken with various strengths and weaknesses. A
comparative overview of the most common approaches is given by D.M. Rasmusor: _Z}.

i 2.2.1.4 Event Seqdence Analysis

Event sequence analysis (3,4) is an extension of fault tree mathematieal
techniques which assesses the probability of occurrence of the various elemental events
"of tne tree as a function of their time dependencies. This analysis technique provides
for accurate assessment of top event prpbabilit_ies when the necessary elemental events ‘
oceupy different sequences in time. The method appears to be particularly effective in
assessing conditional failure probabilities. ' '

,2.2.2 FAULT/FAILURE ANALYSIS FOR ELECTRONICS

Each of the fault/failure analysis techniques has some applicability to the analysis
of electronic equipment.. The fault tree analysis and FMEA are the primary analysis
techniques and both are used extensively in the assessment of electronic ecjuipment to -
present the basic failure modes and their effects at each level of indenture for
reliability and safety analysis. Bothlanalysis methods have advantages and
disadvantages with respect to electronic equipment. The FMEA technique appears

13
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to provide the more accurate results for electronics because the analysis is inductive.
Table 2 presents a relative comparison of the two techniques.

The most prevalent criticisms of the FMEA technique in the literature are that it
is difficult to apply during early design phases, does not consider multiple point failures,
is very labor intensive, and doeé not provide an output which is readily understandable
by design engineering and management personnel. The primary criticism of the fault
tree method is that the analyst can miss potentiai critical failurés due to the deductive
nature of the approach. However, the deductive approach can be effectively utilized
when minimal désign information is available. Each of these weaknesses has some
validity but is not ne‘c&ssafily critical in the analysis of electronic equipment.

The availability of failure mode and efrect information at an early point in the
design process has a significant influence on the ability t6 produce the necessary desigh
changes in the hardware. Information which is provided late in the design process can
tend to have little nmpact due to the hngh cost associated with changing an existing

- Jesign. The application of the FMEA process early in the design process is possible.

However, the analysis must be approached top down rather than bottom up at this
point. When this methodology is applied to electronie devices there is a tendancy to .
identify failure modes and effects which may be impossible in the final design. For
example, a signal output from a modulé not yet designed niay have a failure mode of
frequency beyond tolerance assigned during the early evolution of the next higher
assembly. The final design of the module may-contain _sufficient‘ band-pass fiitering to
ensure that an off¥frequency condition results in a "no output" failure mode. Therefore,
there is ho "frequency beyond tolerance" failure mode. ‘This is not necessarily a
drawback as it helps focus early design efforts on the elimination of such failure modes
when the end item effect 1s critical. \ | "

' The FMEA approach to failure analysis does not generally consider mumple
failures. .Multiple point failures are only considered when a single pomf: Iauure

- produces no effect o the performance of the end'item system. This does impose some

limitation on the applicability of the FMEA technique to extremely large systems which

- are dependent on a human interface to complete the system (e.g., nuclear power

facilities). ‘This limitation occurs because the human failure or inability to perceive the-
effects of a single point failure is not generally considered. A fault tree approach is
generally used in large systems where the human interface is critical, however, the use

~ of FMEA is not precluded. Pearson (5) has reported the use of a single point and

y3

multiple point FMEA to assess the design of the DC-10 Ali~Weather Landing System.

14
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TABLE 2. COMPARISON OF FAULT TREE ANALYS!S TG FMEA

Characteristic Fault Tree Analysis = . FMEA
Primary use Bafety analysis ‘ Reliability analysis
Methodology Top down ~ deductive o Bottom up - inductive
Failures ' Single and multiple point failures causmg All single point failures

Considered undesired top event . Co
Automation Numerous programs for graphics o Limited automation
Available and numerical computation ‘
Readability Easily understandable to nonspecialists Difficult to understand
' for nonspecialists

An FMEA approach has also been used in power productioh facility safety studies for
both nuclear (6,7) and non-nuclear (8) plants and iri assessing the safety of the space
shuttle payloads (9). _

The FMEA technique is very labor intensive. This is due to the nature of the
analysis and the small amount of computerization which has been accomplished for
FMEAs. Fault trees have had a significantly greater amount of computerization
accomplisned both for small computers (10,11) and relatively large machines (12,13,14).

The presentation of FMEA data in MIL-STD-1629A tabular form is not as readily
understandable to engineers outside the reliability and safety engineering disciplines as
the fault tree. This is due to both the method of presentation and the larger quantity of
information devclopéd in an FMEA. The fault tree has the advantage of presenting
failure effect data in a graphic format which is readily understandable by non~

' specialists. This has allowed a somewhat greater impact from material presented in

fault tree format.

' The primary advantage of FMEA with respect to fault tree analysxs isin accuracy
(completeness). Fault tree analysis requires that the analyst deductively ferret out all
failure modes which could singly or in combination cause the undesired tcp event to
occur. The approach is function-oriented and the ability to deduce all such failure
modes is largely dependent on the skill of the particular analyst. The methodology,
being function-oriented, also tends to be less thorough than FMEA in assessing interface
problems. The FMEA, by considering all single point failures in the hardware, ensures
that full consideration is given to all poé;sibiﬁties. This is particularly eritical in

- interface areas (wiring, etc.) where designed-in redundaney is often lost and failure
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modes which are not apparent (in the schematic cireuitry or in the inherent circuit
function) are uncovered. ’ ‘

FMEA also develops a larger quantity of information than fault tree analysis. The
additional information developed consists of assessment of failure predictability,
detectability; and available compensating provisions. This additional detail allows the
FMEA data to suppert maintainatility, testability, safety, and logisties studies. The
presentation methed used for FMEA imposes some difficulty in extracting the required
information for these associated purposeé. The required information is included but it
is not organized in an optimum manner for evaluating maintenance, logisties, and
testability parameters. This often impeses a need to manually extract data in the
required order. ' '
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2.2.3 NEW DEVELOPMENTS IN FMEA

A sngmfncant new development within FMEA is the matrix FM EA developed by
G.L. Barbour (15) and subsequently computerized by J.M. Legg (16). The matrix FMEA
approach is a significant improvement in terms of labor requxrements, readability, and
traceability of the analysis. The ease of utilization by engineers in disciplines other
than reliability and safety is sxg'uflcantly enhanced '

The matrix FMEA approach can result in a reduction in the overall labor expended
for the analysis due tc reduced clerical requirements. Barbour presented the matrix
FMEA as a supplement to the tabular form FMEA. 'However, the matrix format can
present all the data requxred for the tabular format with some adaptations. The
additional mformation required can be particularly well handled in automated
approaches. If t*_ cabular presentation is required, personnel u_rith somewhat lower' skill
levels than the original analyst can be assigned to extract the required data.l There '
should also be an overall :eductio‘ri in labor due to the easy traceability of the
approach. The conflicts which normally resuit from the assignment of multiple analysts
to the same equipment‘afe reduced by the rigid format requirements of the matrix
analysis. The matrix FMEA has been computerized (16) and the users instructions and
source listing are in the pubhc dorrain {17). '

The basic format of the matrix FMEA'is a slgnihcant improvement over tabular
presentatxons in terms of readability and traceabili*y. The improved format allows
rapid inte:;pretation of FMEA results by design engineering and rqanagement-personnel.
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This allows hardware 'changes based on the analysis to be implemented with minimum

resistance. The matrix format alsc allows for more rapid and accurate extraction of
analysis déta by maintairiability and technical publications engineers. The matrix
FMEA format tends to improve the overall accuracy of the analysis due to the rigid
construetion techmque employed.

The primary limitation of the matrix FMEA is in its inability to eontain

comments. This limitation can be significant when dealing with critical failures. A : :\»
well-designed equipment usually has some method available for minimizing the ' t‘i—;:’. -
criticality of failures. These may include such things as alternate operating modes or :g};‘

pilot or operator recognition of the failure under most circumstances. It is important

that the actions necessary to minimize critical failures be contained in the FMEA data.
This helps ensure preparation of adequate training and technical manual deta
coneerning critical failures.

2.2.4 WEAK AREAS IN FMEA .

.A considerable amount of technical work in the area of fault/failure analysis and

particularly FMEA has been accomplished within the reliability and safety disciplines ,,x
during the last decade. There are some areas where addit_ional effort is needed in the . ;C“,';-& ¢
electronies industry, partncularly~ : '(3_:.;3; .
) Increasmg the analy51s usability, especially with respect to maintainability ‘
and technical manual dev elopment B
e Development of techniqua2s and procédures for assessing real-time tlrmware ' :?‘%PE |
based systems | . o .';f __
~ ®  Standardization of component failure' modes and percentages - -
The cost agsociafgd with perfqrmin'g an FMEA, particularly at the component ' > ‘
level, mandates that the analysis results need to be as widely used as possible. S ,' 3
Duplication of the effort involved in the FMEA needs to be avoided. The basic = i :
information contained in the analysis can provide a baseline for maintainability L > )
predictions und fcr technicel manual troubleshoqting information development, if ' ' t‘" N
sufficient information is providad in a usable format. The matrix FMEA provides an . Q&i 3
T adequate format for the recovery of inforraation, and some early work on obtaining the ;"'},r 3
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needed maintainability data has been done by Herrin (19). Conley (20) has demonstrated
the use of a tailored FMEA process for assessment of BIT effectiveness. The PMEA
technique employed within the electronics industry needs to eccommodate the
requirements of BIT assessment, test point & .cquacy evaluation, and identification of
test and maintenance ambiguity as an integral pert of the analysis. The required

. information is apparent to the anglyst as the FMEA is performed and should be

incorporated into the analysis resviis to prevent duplication of the effort by
mamtamablhty engineers or by technical manusi preparation activities.
Modern electronic equipment is increasingi:’ being designed with 1aieroprocessor-

. based control funetions. This has introduced the problem of identifying the failure

modes and effects of the combined hardware and software of the system as a part of

-‘the FMEA process. The procedure to be used in these situations is not standardized.

The technical literature has suggested both physical simulation of potential faults usmg
existing hardware (21) and the simulation of the wuggested design through an automated
program (22). An approack which allows the FMEA to be performed for any
microprocessor system currently availatbie is needed. |

The performance of an FMEA with criticality analysis (FMECA) requires that
component failure modes be tabulated along with the probability of the comnanent .
failing in the particular mode. There is currently no centralized source for this
information. AM CP-706—1 96 (23) provides the most comprehensive listing currently
available but is far from comgplete. A comprehensive assessment of the probability
associated with various component failure modes is needed.

' The FMEA is uniquely defined in terms of requirements. However, work still

refnains in developing a comprehensive techrique, appiicable, to electronic equiprﬁent,

“which is accurate, achieves maximum usability, and is ct.st-effective.’

2.3 INDUSTRY SURVEY

As a part of the Phase 1 study activity, a survey of the electronics and aerospace
industries was taken. The main objective of the survey was to identify any aids or
techniques developed by organizations for yhé pmprietary use of their engineers when.
performing FMEA which did not appear in the technical literature. The survéy was
expected to'provide some insight into both the total amount of automation of FMEA
exi’sting in indﬁstry and the need or desire for automated tools to assist in the analysis. -
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The survey also solicited comments on areas of the FMEA process which were
considered by the respondees to need improvement, and on whether or not component
failure mode data was availatie.

A total of 190 questionnaires (see Figure 1), were sent to various co.ipanies,
organizations, and individuals throughout the electronics and aerospace industries
during late Maich, 1982, A total of 95 responses were received. 20 responding
organizations indicated either some degree of computerization or usage of automated
tools. Subsequent telephone contact was able to confirm only a total of 17
organizations which hed actually develobed or were using some degree of automation to
aid in fault/failure analysis.
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2.3.1 INDUSTRY COMMENTS

A total of 41 responses to the survey included comments concerning the FMEA
process. The most common comment (16 responsés) was that automation was highly
desirable to help reduce the cost of FMEAs. This was offset by seven respondees
comr.cating thet automation was probably not possible. Additional comments included
a need for standardization (7 responses) and a r-eed for a reduction in the level of detail
mandated under contract (8 responses). '

A total of 44 respondees indicated that they had information on cg)'mponent failure
modes. The comments provided indicated that MIL-HDBK-217 data and various RADC
materic]l were bei g used for failure mode dato. Two of the responding organizations

' indicated that they had developed componen” failure mode data specialized for their
type of equipment. |Only tﬁree organizations éommented on a lack of component failure
mode data. This w surprising since a single; industry-recognized, centralized source
for detailed component failure modes and the pcreentage of the total failure rate each
mode represented could not be identified. This may be due to Verj few FMEAs witﬁ
criticality assessment being done at the piecé-part level or the acceptance of less
precision in such cages. - .
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HUGHES-FULLERTON
Hughes Arrcraft Company
Fuilerton, California

AUTOMATED FAILURE MODES AND EFFECTS ANALYSIS (FMEA} TECHNIQUES QUESTIONNAIRE

RESPONDEE

COMPANY/AGENCY

ADDRESS ' : ‘ -
CITY/STATE zZip TELE

DO YOU WANT & COPY OF THE FINAL REPORT SENT TO YOU?
YES : NO

—————————————————

FMEA EXPERIENCE: I b
1. HAS YOUR COMPANY/AGENCY PERFORMED OR SPECIFIED FMEAS IN THE PAST?

YES NO . .
2. WHAT LEVEL FMEAS WERE THEY?  ‘HOW PERFORMED?
' MANUAL/AUTOMATED
a. FUNCTIONAL LEVEL
b. ASSEMBLY/LRU LEVEL '
_c. PART LEVEL ' ' )
d. CHIP LEVEL
3. WHAT WERE THE GOVERNING DOCUMENTS? . B
MIL.STD-785 MIL.STD-1574 X OTHER
MIL-STD-881 MIL-STD-1629/A
MIL-STD-1543 MIL-STD-2070

AUTOMATION AIDS:
1. HAS YOUR COMPANY/AGENCY DEVELOPED OR USED AUTOMATION AIDS FOR FMEAS?
YES NO !

2. IF YES, WHAT WERE THEY? PROPRIETARY?
: YES NO :
YES NO '
YES NO
YES : NO

GENERIC DATA:

1. DOES YOUR COMPANY/AGENCY HAVE STANDARD. GENER'C FAILURE MODE DATA AND PROBABILITY OF
OCCURRENCE FOR VARIOUS PART TYPES/CLASSES?
YES NO

2. DOES YOUR COMPANY/AGENCY HAVE INFORMATION/DATA ON FAILLURE MODES OF COMPLEX MICRO-
ELECTRONIC DEVICES (e.9.. MICROPROCESSORS)?
YES : NO

GENERAL:
PLEASE PROVIOE ANY COMMENTS YOU FEEL ARE RELEVANT TO FMEAS, OR THE STANDARDIZATION OR
AUTOMATION OF FMEAS,

Figure 1. FMEA Industry Survey Questionaire
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2.3.2 DEGREE OF INDUSTRY AUTOMATION

The survey responses received from industry indicated avtotal of 17 organizations
with some computerization of FMEA or usage of automated tools. The total number of
programs used reduced to 15 once duplication caused by common usage of the same
program by divisions of one company was ehmmated. The relatxvely small amount of
automation was surprising as the cost associated mth performing an FMEA i is typically
high. A breakdown of the types of the programs identified is shown in Table 3.

The FMEA programs identified were intended to reduce the clerical work required
of the analyst. A computer was used to save on typing and sheet and section
renumbering and to allow easy revision of the analysis. The singular exception among
the FMEA programs is the matrix FM EA program "FUME" developed by J. Legg of Ford
Aerospace. This program provides improved traceability and readability in additioq to
reducing the clerical load on the analyst. ’ ’

2.4 COMMERCIALLY AVAILABLE FMEA AUTOMATED AiDS

‘As a part of the Phase ] study, a survey of the programs whiéﬁ are commercially
available through the various computer time share services was taken to determine the
, availabiiity of automated tools to assist in FMEA. The programs sampled were not all
inclusive due to the large number available. However, a reasonable cross section of the
automated tools ava'ilable was eyaluated. The progra'ms' which are comniercially

]

.
A
N
.

available consist of two types: circuit design analysis programs, and clerical FMEA

A

programs. There does not appear to be any program which combines the two aspects of
the FMEA process.

TABLE 3. COMPUTER PROGRAM TYPléS IDENTIFIED
'‘BY INDUSTRY SURVEY '

Program Type o ] Qty

Rel:uvility Prediction or Failure Prbbability‘ Programs
Fault Tree Programs |

~ Circuit Analysis Programs

' FMEA Programs (Clerical)
Event Sequence Analysis Programs

T - - T ]

121




2.4.1 CIRCUIT ANALYSES PROGRAMS

The circuit analysis programs evaluated are of three basic types: digital, analog,
and RF. There does not appear to be any single program which will handle all three
types of circuitry well. The circuit analysis programs were evaluated for their ability
to model single point failures within a circuit under analysis. Analog and RF circuit
analysis programs were exnected to be able to model component shorts, opens, and

" tolerance errors as a minimum to be useful in the FMEA process. Digital circuit
analysis programs needed to be capable of emulating at least stuck-at-one (S-A-1),
stuck-at-zero (S-A-0), and stuck-at-an-indeterminant-level (S-A-D). The modeling of
the various failure conditions was expected to be automatically done as a part of one or
more possible options within the computer program.

The circuit analysis programs which were reviewed mcluded XSCEP'I‘RE, MSINC,
SPICE 2, SLICM, LISA, COMPACT, LOGE, TEGAS 5, and SYSCAP IL. These programs
'are all design verification o:-iented; but a few have enough capabilities to be used for
the circuit analysis portion of the FMEA. Some of these programs use convergence
technigues and thus may not run when fauited conditions are induced. Also, many of

. these programs could only be used for an FMEA by "brute forcing" the railed conditions,
and thus are not usable for a truly automated FMEA.

2.4.2 CLERICAL FMEA PROGRAMS

Only one clerical FMEA program was identified within the commercial market.
The program, PREDICTOR FMEA, is part of an extemive set of
relisbility/maintainability programs written by Management Sciences Incorporated.
. The 'FMEA program. was the only section of PREDICTOR evaluated. However, the
program is dependent on the file structures created to run the reliability prediction -
program pomon of PREDICTOR. This requires that the reliabiuty prediction program
xtself must be used in conjunction with the FMEA program. -

2.4.3 OVERALL EVALUATION

There are som~ circuit analysis programs available which are useful for '
per{orming FM EA at the: piece-part level. ‘The beat analog circuit analysis program for
22 _
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FMEA purposes of those evaluated is SYSCAP II. For digital circuit FMEA, TEGAS 5
was the best program of those evaluated. A circuit analysis program capable of
supporting FMEA on high frequency RF circuitry was not identified.

The circuit analysis programs evaluated are not considered feasible for inclusion
in an automated FMEA package. These circuit analysié programs do provide some
vaiuable analysis capability and should be considered for use to support piece part
FME.is.

2.5 PHASE | CONCLUSIONS

The Phase I, Feasibility Study, conclusions divide into two distinct areas. The
feasibility of developing a standardized, manual technique for FMEA of electronics
equipment is considered separately from the degree of automation considered feasible
for the technique. These areas of interest need to be considered as separate topicsif
the standardized technique is to be capable of manual implementation.

~ 2.5.1 FEASIBILITY OF DEVELOPING A STANDARDIZED TECHNIQUE

The development of a standardized technique for performihg FMEA on electronic :
equipment was considered feasible. The FMEA process is being specified and per{oi'med' )
on electronic equipment successfully, and FMEA is being used on equipment as diverse
as satellites and nuclear power plants. The primary advantage of a standardized FMEA
technigue would be in its standardizing of the approach, presentation, and program
phasing. This should provide consistency in the analysis methudology and a presentation
independent of the individual analyst or company. .

A standardization of circuit analysis techniques, similar to the standardization
imposed on reliability predictions by MIL-HDBK-217, is not considered feasible. The

. wide variety of potential circuit designs, limited only by the inventiveness of the

individual engineer, precludes such standardization. Additionally, any standardization
of circuit analysis would pe rapidly outdated by the evolving technology within the
mdustry. : :
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A review 0f the specifications and siandards on FMEA undertaken as a part of the
Phase I effurt shows that fthey are generally adequate for their purpose. These
documents are intended to define an FMEA in terms of deliverable data and to form a
contractual baseline for the analysis when it is fornially imposed as a part of '
procurement process. The specification documents provide little or no information on
the techniques and methodology to be used in performing the analysis. They are
particularly weak with respect to electronic equipment FMEA. The lack of adequate
guidance for the analyst has not precluded the use of FMEA for electronic equipment.
There appears to be an intuitive knowledge within the ihdustry regarding the techniques
required. This reliance on an intuitive definition of approach can result in FMEAs being
performed with varying degrees of quality. There is a need for a standardized
technigue to ensure consistency in_'approach, level of detail, and presentation.

The review of the technical literature revealed \iery little in terms of new

Y Sy

developments for FMEA use. The most significant development found was the matrix
method approach develdped by G.L. Barbour in 1977 and subsequently computerized by
J.L. Legg in 1978. The matrix method represents a significant improvement in terms of
readability, traceability, and reduction of clerical requirements. The method 'was |
originally published a. a suﬁpiement to tabular FMEA methods. The matrix FMEA in its
present form cannot be used for the entire analysis due to the inability to include
commentary material. The inclusion of commentary material in a modified matrix
FMEA technique is possible and is especially easy in an automated implementation. An
automated FMEA can allow for the inclusion of comments while retaining the essential
matrix FMEA features. The commentary material would be stored in the computer
files and recalled as a part of the pruentatlon in appropriate data sorts. The use of
automation will allow the FMEA data to be recaned in various sorts depending upon the
intended use. ' .
Several weak areas in existing FMEA techniques were identif ied as a part of the
Phase | study Specifically:"
e The lack of an overau standardxzed technique for F MEA of electromc
equipment
e A very high level of clerical detall required by the PMEA which can adversely
impact cost and schedule ' .
‘The lack of techniques to assess microprocessor based circuitry

The lack of a snm;le, comprehensxve source for plece—part failure modes and
relative rates of occurrence thereof.
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Each of these weak areas was expected to be adequately addressed as a part of
the standardized technitue developed during Phase Il of the study. The overall success
in resolving the last tv . items, however, depends on the resuits of further study.

2.5.2 FEASIBILITY OF DEVELOPING FMEA AUTOMATED TOOLS

A partial automation of the standardized technique developed during Phase II of
the study was considered both feasible and highly desirable. This is primarily due to the
high cost associated with FMEA performed by manual methods. The need for some
automated aids has been recognized within the electronics and aerospace industries as
evidenced by the deyelopment of some limited automation aids by various companies
(see Section 2.3). A universally accepted and recogniied automation aid had not yet
heen developed. :

The programs currently existing in the electroni2s industry which can be used for
FMEA are 6f two distinct types. These are circuit analysis programs and clerical FMEA
programs. Each program type has features which recommend its use for PMEAs.
Clerical programs provide a labor savmgs by helping to minimize the general clerical
load on the analyst. The clerical load xmposed by a MIL-STD-1629A FMEA is quite
large when manual methods are utilized. Cireuit analysis programs provide increased
analysis depth and accuracy capability. The circuit analysis programs do not appear to
provide a significant time savings due to the effort required to define the circuit to the
computer. This may not be the case 1! the same program is used by the design agency
for circuit design and evaluation.

,There are a large number of circuit analysis programs available in the commercial
marketplace. Thgsg programs can generally be accessed through the various computer
time-sharing services. The various progra‘ms are q')éclalized as to the type of circuit
analyzed (e.g., linear, digital, RF, etc.). The programs are oriented in terms of

- frequency response, amplitude, stability, timing, tempei-ature response, and other

relevant circuit parameters. Some of these programs do provxde for at least some
failure modeling capability which is useful for FMEA. When a parts-level analysis of a

complex circuit is required, the use of a circuit analysis prog'ram should be considered '

to ensure the required depth and accuracy. : ,
The inclusion of a circuit analysis computer program in the automation of the

. standardized technique’ of electronics FMEA was not considered feasible. Several
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factors indicate that the inclusion of & universal, standardxzed cireuit analysis tool
within the automated FMEA techmque is probably not possnble.

e Program Size - The circuit analysis programs currently in use are ‘rery large
emulation programs developed for limited purposes at a fairly large cost.

e Program Specialization - There are three basic types of circuit ana.ysis '
programs availasble: analog, digital, and RF. There does not appear to be a
single program capable of doing all three well. |

e  Program Acquisition Cost - The selection of a program or programs for use as
a baselina would probably be prohibitively expensive. Most of the circuit
analysis programs are proprletary and contracted through the time-share
services on a profit-making basxs.

) Program Upkeep - The mamtenance and updatmg of a large circuit analysis
program would require a dedicated staff to keep the program current with
" new parts developmen_ts and new techniques in eircuit design.

The inclusion of an automated interface between a specific circuit design analysis
program and any clerical aid program developed for FMEA use was not considered to be
fessible. This direct automated interface between programs would be dependent on the
program selected and the circuit under test. Thecircuit analysis programs examined
which allowed failure modeling produced an output in terms of voltage, current, or

. other signal characteristics at a given point which was defined by the user as the output

to be considered. The effect (if any) of an output point being at a given state as a
result of a simulated fault is determined by the user. The effect determined by the -
user i dependent on the design and tolerances of the next circuit in the slg‘nal path.
The interpreted results from a circuit analysis program must be manually inputed to the
FM EA worksheets or a clerical FMEA program. :

The development of a reasonably comprehensive, clerical aid and effects analysis

type program based on a modified matrix FMEA approach appeared to be feasible and
was expected to result in a significant cost reductlon for the analysis. The cost of the
program development and subsequent maintenance should be significantly less than the
cost savings realized. - Several companles Gsee Section 2.3)'had developed at least ' v
partial aids at their own expense. A single, comprehensive, clerical FMEA Pprogram had

not yet been developed Developing such a program was not considered to represent an

insurmountable technical challenge.
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SECTION 3
PHASE Il STUDY ACTIVITY OVERVIEW

The activities undertaken as a part of Phase II of the Automated FMEA Techniques
study consist of four tasks. Research was conducted into the amount of information
available to allow categorization and quantification of component féilure modes. A set
of recommendations for improving the FMEA process, independent of the specific
technique used for the analysis, was produced. A standardized FMEA techrique, the

' Advanced Matrix Technique was devéloped. Additionally, an automated aid, the Failure
Effects and Data Synthesis program (FEADS), to accompany the Advanced Matﬁx
Teéhnique was developed. An overview of each of these topical activity areas is
presented in the following paragraphs.

3.1 COMPONENTS OVERVIEW'

- The components activity undertaken during phase two of the study was directed at
(1) obtaining solutions to the lack of data on the failure mode of common, high useage,

parts and at (2) obtainirlg sufficient information to allow the categorization of the
failure signatures of complex microcircuits at the device output pir{s. The need for a
comprehensive, traceable. list of piece part failure modes and their associated rates of
occurrence had been identified as a part of phase one of the study. These component
failure modes are needed to allow accurate evaluation of failure criticality rankings.
Also, a knowledge of the prominent component failure modes helps assure that all
potential problems are considered. , |

Data on the failure signatures-of complex miciocircu'its are needed to allow proper
consideration of complex microcircuits during piece pért FMEAs. Categorizing the
failures of complex devices as short or open during PMEA is clearly inédequqte. Some
state of the art microcireuits have internal complexities approaching that of entire
equipment designed twenty years ago. ' :

27
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An integrated approach was taken to the two component data searéhes._ An
attempt was made to identify any electronics industry information among component
users. This was a follow up to the industry 'survey started during phase one of the
study. Additionally, contacts were made with component manufacturers to determine
if useful .data could be supplied. o : '

The search for relevant failure mode data was expected to be successful for high
useage parts (e.g., resistors, capacitors). The search for data on complex microeircuits
was expected to be more difficult than that for high useage parts due to the much
smaller number of devices and relatively short useage period. The data available oﬁ all
types of devices was found to be sparse. The data which was identified appearé to be
the result of a Delphi process af the various companies.."The components efforts and
results are detailed in section 4. ‘

3.2 FMEA RECOMMENDATIONS OVERVIEW

E Several recommendations for FMEA were developed as a part of the phase two
study activity. These recommendations are the result of an assessment of FMEA
‘weaknesses during phase one of the brogram and the development of the standardized
FMEA technique during phase two of the study. Two recommendations of significance
resulted. The schedule of performance of FMEAS needs to be accelerated to allow
earlier completion of most analysis activity. This earlier performance of tasks is
achievable using the advanced matrix technique and its accompanying autodrétion'
package. Additionally, an FMEA guidanée conference is reéommended. A guidhnce
conference, very early in the design process, will allow the commumcat;on of critical
failure-concerns so that failure severmes can be correctly assxgned during the
performance of the FMEA. A discussion of general FMEA xfelated considerations and
‘recommendations is provided in section 5 of the report.

3.3 STANDARDIZED TECHNIQUE OVERVIEW

The standardized FMEA technique, the Advanced Matnx Technique, developed
durmg phase two of the study isa comprehensxve app? oach to FMEA -which is mtegrated
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with the total design process. The technique represents a significant expansion and
refinement of the matrix technique originally presented by Barbour (15). The basic
matrix technique has been refined to allow all parts of the FMEA to utilize the matrix
format, and provisions for the inclusion of commentary material, failure severity levels,

and test point information have been made, Additionally, the basic matrix method hes’ 4

bezn extended to use all possible failure modes and effects and to provide a means of
readily extracting built-in-test and maintenance ambiguity information. Adaptability
to edmputerization is inherent in the structure of the advanced matrix technique. The
analysis results are inherently ti‘eceable due to its matrix structure. Traceability is
further enhanced through the use of signal and assembly mnemonies. The matrix
structure, while enhancing traceability of the anelysis, also provides the rigid,
documentaton discipline needed to allow multiple analysts to work on an FMEA
successfully. The Advanced Matrix Technique has the ability to accommodate the use
of several analysts on a single FMEA. This allows the analysis to be completed in a
'time frame which is consistent with an ongoing design program, thus helping assure

maximum design impact from the analysis results. The Advanced Matrix Technique is
presented in detail in section 6.

‘3.4 FMEA AUTOMATION OVERVIEW

The Failure Effects and Data Synthesis (FEADS) automation package developed
during phase twe of the study is a comprehensive computer implementation of the
Advanced Matrix Technique. The package of FORTRAN programs provides a user
friendly environment conducive to easy documentation of FMEA. The user is provided
with a direct, on-ecreén, method of recording circuit analysis results during the
performance of FMEA. Additionally, the automation package provides the user with
the means to rapidly obtain previously entered analysis material. The user can request
any of four different assembly level analysis outputs and seven separate system analysis
outputs. The FEADS program features built-in, on-line, guidance to the user which
allows an FMEA analyst to use the program after reading the users manual. Formal
training in program use is not required., Overall, the FEADS automation package, which
is discussed in section 7'is a,time and cost effective tool for performing FMEA.
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SECTION 4
COMPONENT ACTIVITY

As a part of the Phase II study activity, an attempt to identify component failure
modes and their rates of occurrence was made. A knowledge of component failure
modes helps ensure that all potential failures are considered as a part of FMEA. A
knowledge of the appropriate rate of occurrence for each component failure mode is
necessary if accurate criticality analysis is needed. A search for component
information sources was considered appropriate in that there was no recognized source
for the needed information referenced by either the specification standards which are
relevant to FMEA, or by the technical literature on FMEA. '

The component actxvxty was divided into two distinet but related activities. One or
more definitive sources of information on high useage piece-parts (capacitors, resistors,
etc.) was sought. The identification of such a source or sources would allow both the
appropriate failure modes and the relevant rates of occurrence to be determined. '
Additionally, sources of data on complex microcircuit failures were sought. If
sufficient data could be obtained, the possibility of characterizing the failure modes of
complex microelectronic devices existed.

The approach taken to gathering component information was to pursue three
possible sources of information. The technical, component user, community was
cont‘acted for information, the available technical literature was searched for relevant
information and for references to sources of information, and a sampling of component
manufacturers were contacted to determine what information could be provided by
them. The overall approach was designed to allow the widest visibilxty into any existmg
sources of information. .

 The success or failure of the search for component information depended on the
identification of existing data bases within the electronics industry. The developnent
of new data bases from existing programs was considered to be beyond the scope of this
study. A limited compiling and restructuring of existing data was considered reasonable
for obtaining complex microelectronic device faiiure'mode' informatiori due to the low
probabxlity of any single information source being large enough for the purpose of this

'study
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4.1 INDUSTRY SURVEY

The industry survey for component information pefformed during Phase I of the
FMEA study was an extension of the survey performed as a part of Phase I of the
study. During Phase I, a total of 190 questionnaires, as shown in Figure 2.3-1, were se'nt'
to industry. A total of 95 responses to the survey were received. Of the 95 responses, =
39 respondees indicated at least some component failure data (item IV on survey form).
Ten respondees indicated that their companies or organizations had some data on
complex microcircuits.

Each organization which indicated ebmpohent failure mode data was contacted by .
telephone and questioned regarding the type and amount of data available. This
resulted in a total of five listings of high useage component failure modes and their
rates of occurrence to be identified and obtained. All of the responses which indicated . |
that companies possessed information on complex microcireuit failure modes resulted in
false leads. The various organizations were indicating that they possessed some failure
experience on a few complex microelectronic devices. There were no data bases for
such information. ' o

A total of 14 mieroelectronics device manufacturers and two component test .
laboratories were contacted to identify relevant data sources which they could provide.
The component test laboratories were unable to provxde any data sources. The
component manufacturers had a significant amount of information available on the
failure mechanisms (open metalization, ete.) but not on the failure modes (short, open,
wrong value, ete.) associated with complex microelectronic devices. The lack of ..
information was not surprising smce the component manufacturing industry nequwes B
data bases for process control purposes. Process control reqmres a knowledge of failure
mechanism rather than failure mode. This resulted in no relevant data bases for

" complex mxcroelectronic device failure modes.

" 4,2 LITERATURE SEARCH

A search of the technical literature on component failure was conducted as a bart' '

of the attempt to find releyent comﬁonent failure modes and their associated rates of
occurrence. The initial search of the technical data bases identified a total of 861 .
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candidate published materiais for review. A review of the abstracts of the candidate
materials resulted in 95 i*ems of potential interest. A review of the 95 published items
of interest narrowed the list of directly relevant items to zero. This is a result of the
industry requiring information on component failure mechanisms rather than zomponent

- failure modes. This is not a perticularly surprising focus of interest in that comnponent

failure mechanisms studies can suggest ways to improve the mssufacturing processcs
associated wi_n components. Component failure moczs are primarily of interest to
engineers performing FMEA.

4,3 HIGH USAGE PARTS
A total of 15 lists of high usage component part failure modes for use on FMEA

were identified through the industry survey and through Hughes Aircraft internal
sources. Once duplications between the received lists were eliminated a totel of ten

- -lists remained.

Each of the received lists was reorganized to allow direct comparison of the results
by component type and failure mode. The resultant combination of lists is shown in
Table 4. An examination of the table reveals a lack of commonality between lists with
respect to components considered, and the rates of occurrence found for each failure
mode. , . -

A follow-up investigation into the sources of the various lists was condu¢fed
wrherever the source could be identified. The results were that all ten lists shown were
irom sources. which could not be determined (i.e., lists which had been around the
"arious companies for a long time), or were tt.2 result of a Delphi process among the
e'mneers at the particular company, or were from published sources (aAmMCP 706—165)
which could not be verified at the source. The lack of consistz ucy between lists
suggests that there is too little information available in the component failure mode
area to allow a Delphi process to be effective.

The lack of a defiritive source for coniponeht failure mode and rate of occurrence
data represents a potentxal problem in terms of FMEA aecuracy, particularly for
criticality analysxs. The analyst can assume short and open failure modes for all types
of devices. In most cases there are other failure modes that potentially should be

considered in the analysis; however, these modes are not well defined. The rates of '
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oceurr.nce #:5 umed for the various failure modes remain undefined. The best )
sur;gestion avaiiable to those analysts performing FMEA under Government contract is
to use the list contained in AMCP 706-165 (ecolumn #I) to the extent possible. This list
is not known to be more accurate than any other list encountered. The list in AMCP
706-165 does, however; provide a traceabie source for the data used.

4.4 COMPLEX MICROELECTRONIC DEVICES

The feasibility of categonzmg the failure modes of complex microelectmmc
devices based on their failure sxgnature at the output pins was investigated as a part of
the components effort. The approach taken was to survey the electronics industry for
any relevant data on microelectronic device failure, and_ the technical literature for
information on failure patterns or failure experience with these devices, and then to -
attempt to produce a categorizatior scheme based on the failure experience base of the
electronics industry, : :

The survéy of the electronics industry produced no useable compilations of data on
microelectronic devices. A review of the technical literature reveeled a paueity of
information on failure mode and rate experience. There is, however, a significant
amount of data on failure mechanisms available, but there is not a one to one
correspondence be*-reen fuilure mechanism and failure mode. As a result of the lack of
correspondence_ between the availsble information on failure mechanism and the needed
failure mode information, it is not considered feasible to categorize the failure modes -
of complex microelectronic devices on the basis of their failure signature at the output

f

. pins. : . :
if the electronics industry were currently to begin a massive data coliection effort
on an indnstry- wide basis to form a pool of information on complex microcireuit

failures, the effort still might not produce a useable result. The complex mxcrocireuits 7
. currently in use are highly reliable, the data base required to p"oduce meaningfnzl ‘_
results is very large, and the rate at which complex mzcroelectromc devices ave made ko :;:.
'technologxcally obsolete is relatively rapid. This combination of characterisies may ! ;
make any effort to rellably characterlze complex device failure modes outdated prior ; :";{
* to its completion. The usefulness of this information for FMEA is heavily dependent on i‘ ’:.
N

its applicability t~ devices which are being actively used for r.ew design. The advances
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in component technology within the eleetronies industry which have characterized the
last decade or more may be occurring too rapidly for the FMEA technology on
component failure modes to keep abreast of the latest trends at a reasonable cost.
The analyst who is assigned to perform a piece-part FMEA on modern, complex
circuitry, where complex microelectronics devices are used is faced with a problem
which cannot readily be resolved. There is currently no method to ensure that all -
potential foilure modes of the component are analyzed. The analyst can consider the
short, open, and stuck-at-high impedance failure modes as they apply at each output pin
and possible combinations of output pins. This is expected to be less than satisfactory
in most cases and may be impossible where very complex devices such as micro~
processors are considered due to the number of possible conditions which must be
considered. .
The only reasonable solution to the problam created by the lack of failure mode
categorization for complex microelectronic davices is to limit the performance ofj '
FMEA to a higher level of indenture than piece-part when such devices are used. This
approach may not seem ideal in térms of the depth of the analysis, but i* will ensure
that all potential failure modes are examined at the higher levels of indenture, thus
eliminating the need for the piece part level of detail o
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SECTION 5
GENERAL FMEA CONSIDERATIONS

This section provides a general discussion of some FMEA related topics of a
general type. The topics discussed are independent of the specific technique utilized in
performing the FMEA and do not provide specific information on areas related to the
application of the standardized technique. :

An FMEA is a hardware-based analysis of the effects of failure on an end item
equipment or system at each successive level of hardware indenture. The analysis
proceeds concurrent with the hardware design program becoming increasingly complex
as the specific design detail becomes available. The final analysis is a bottom~up
evaluation of the effects of each discrete possible failure at every level of hardware
indenture. The analysis has traditionally been limited to single point failures.

A carefully performed FMEA provides the necessary information to support a
wide range of engineering specialty disciplines. The FMEA has traditionally been used
-to provide reliability and safety information during the design process. The analysis can

also support maintainability analysis in accordance with MIL-HDBK-472, Procedure 5,
built-in-test effectiveness evaluations, testability evaluation, and provide an .

' information source for evaluating the logistics ‘supportability of the design. The use of
an FMEA as a baseline for multi~discipline analyses requires that one or more highly

. skilled analysts perform the FMEA. The analyst performing the FMEA will need to
either be skilled in desig'n‘éngineering, reliability, safety, maintainability, human
factors, and integrated logistics or have access to and support from individuals with the
necessary technical background. ' - I

L 5.1 FMEA PROGRAM PHASING

The performance of an FMEA concurrent with t.ie design program is crucial. The
analysis needs to produce continuous interim results which can cause design changes at
an optimum point during the design. An FMEA which is performed at the conclusion of
a design program may have little i'mbact.. Incorpdrating the results of a late FMEA'can
be cost-prohibitive for all but the most severe pi'oblems discovered by the' analysis.
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An FMEA should almost never be the analysis of choice for existing systems and
equipment. The mandated performénce of an FMEA on an existing equipment under a
GO\'Iernment contract can potentially produce a biased document. The FMEA may be
used either to justify the already made design decisions or as justification for a redesign
contract at a profit for the contractor. An FMEA should be considered for an existing
equipment only when the equipment history indicates that a. major redesign program is
required. The FMEA can be used in these cases to provide scope and direction to the
redesign progra’i. -

'5.1.1 PROGRAM PHASES .

The program phases discussed in this section are presented m terms of a military
procurement. There should be a one-to-one correspondence between a commercial
program and a military procurement. The major differences are: (1) there are no
formal dividing points between program phases and (2) the equipment is usually designed
in response to the demands of the marketplace rather than to a formal specification
issued by the end user. The four _phases of the normal military procurement cycle are
discussed below. '

5.1.1.1 Conceptual Phase

Duri the conceptual phase of a desxgn program, equxpment needs or
- requirements in overall terms are declded. Decisions such as whether to use an axrcraft
or a missile for a specxfic defined mission requirement are resolved along with the
development of general capabilities .requirement's for the selected equipment. An -
FMEA does not have any general applicability during this phase. 4

5.1.1.2 Validation Phase -
During the validation phase, the general requirements defined during the

- conceptual phase are further refined to produce specific system and subsystem
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requirements. This phase may include some limite& hardware design to assess the
feasibility of requirements with respect to existing technology. The validation phase
will result in detailed system and subsystem specifications to be utilized in designing
hardware during the Full-Scale Engineering Development (FSED) phase.
An FMEA is not generally spplicable during the validation phase. The analysis
can, however, be used to help assess the safety and reliability features of the limited
| hardware design which sometimes occur during the validation phase. -

There are numerous tradeoffs in design options which oceur during this phase.
While an FMEA is not directly applicable to these tradeoffs, the FMEA requirements of
a program can be significantiy impacted. During the validation phase the information
necessary ‘to identify items or functions which are inherently safety critical should be
determined. ° ' | '

5.1.1.3 Full-Scale Engineering Development Phase

The FSED phase of a design prograin is characterized by the development of
detailed hal?dware design solutions to the system, subsystem, and equipment
requirements defined during the validation phase of a program. The FSED phase
progresses from conceptual, block diagram approaches to detailed hardware designs and
the development and test of engineering prototype eqmpment.

_ The FSED phase has several major program milestone points uniquely associated
- with it: | , |
e Preliminary Design Review (PDR) ~ The PDR milwtqne is usually held at a-
relatively early point in the design process. The purpose of the PDR is to
_review eonceptuel desig'n approach at a block diagram level to ensure that
“the conceptuu approach selected is capable of achieving the necessary
performance requirements. ‘
e  Critical Design Review (CDR) ~ The CDR milestone typncally is scheduled at
the end of the conceptual or paper design time frame. The purpose of the
- CDR is to review the detailed design apnroaches used to satisfy the -
equipment performance requirements. Ergineering prototype equipment is

not Aus'ually available; however, most of the hardware solutions presented have -
been at least partially validated in engineering breadboard configurations
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e Qualification Testing - Qualification testing of engineering protutype
' equipment occurs during the final segment of the FSED phase. One or more
prototype equipments are subjected to the appropriate_?fmtin'g' to ensure that
the final, integrated hardware design will perform adequai: " in its intended
environment. ' ‘ o
The FSED phase concludes with the suceessful completion of qualification testing. The
hardulrare design has been proven and is ready to enter production |
The FSED phase is usuaily the period of thé most intence FMEA activity. The
analysis is iteratively performed during this period. The awnulysis proceeds in inereasing
| detail as the hardware desfgn progresses. The ongding analysis is used as an information
source to provide design feedbeck on the reliability, safety, maintainability, and testa-
bility impacts of the design approaches taken. The timely performance of an FMEA
during FSED is important to ensure maximum design impact. An FMEA perform‘ed late
in the FSED phase of a program can result in an éxpensive CDRL item which con-
tributes little to the désign itself due to the high cost of implementing design changes.

5.1.1.4 Production Phase

The production phase of a program is the final phase, wher‘e production hardeare
is preduced for delivery to a customer. The basic design of an equipment remains fairly
constant throughout this phase but is subject to modification to provide better
productivity, eesier assembly, better availability of parts, and some performahce
enhancements. The early production period is usﬁall'y characterized'by fi‘equent
changes. The number of ~hanges gradually reduces as production continues and an -
optimnal prcducxblhty point is approached.

The primary FMEA activity (if any) during the production phase of a program
consists of updating for design changes. The FMEA which was produced during the
* FSED phace can be continually updated to reflect design changes allowing use as a
baseline document to assess the rehablhty, ‘maintainability, safety, and t&etability
impaet of proposed changes.

8 .
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5.2 FMEA ACTIVITY OVERVIEW

FMEA activity usually starts in the very late validation phase or early FSED phase
and continues as an integrated program element throughout the design program. It can
then be used until producticn is complete as shown in Figure 2. This requires various
approaches to the FMEA be used which are compatible with the design program phase.

The FMEA effort during late validation phase should focus on the identification
and tradeoff of inherently critical functions for design control. The identification of
inherently critical functions is a part of the system engineering process and involves an
iterative tradeoff process with respect to all areas of designs. The task of determining
criticality for subsystems is often not straightforward and usually involves a aumber of
comrpromises between various subsystem elements with respect to performance versus
redundance. As an example:

- During the initiai cesign of an aircraft, it is decided to use TACAN for area
ravigation 1nformatxon. The TACAN is to supply range and bearing infcrmation to an
on-board computer for use in position determination and aircraft guidance control over
a redﬁndant serial bus structure in digital format. Erroneous aircraft position
determination is an inherently critical item. The failure of a single navigation aid is
not generally critical as other equipments supply redundant information. The design
aporoach to position determination (TACAN) allows several different approaches which

»
~N
o
N
°
~4
1 ]
PRELIMINARY CRITICAL
DESIGN ' DESIGN = QUALIFICATION ,
REVIEW " . REVIEW  TESTING
CONCEPTUAL | PRELIMINARY DETAILED : - .
, DESIGN . DESIGN DESIGN ' . | PRODUCTION ,
[4 N - A ¢

Figure 2. Development Program Time Line .
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will effect the severity classification of failures of the on-board equipment which is
being designed,

e Approach No. 1: Install one TACAN on board the aircraft which is in direct
dialog with the computer. The TACAN is then backed up by an additional
navigation aid (nor~TACAN) which can be used by the pilot to determine
position. This approach requires that the TACAN built-in-test circuitry be
extremely effective. It has the potential to adversely impact cost and
schedule. This also requires that built-in-test failures be treated as
inherently critical by the'TAC.QN manufacturer during design.

e Approach No. 2: Install more than one TACAN and compare the range and
bearing outputs in a voting arrangement. This approach will effectively
prohibit the acceptancc of incorrect information due to TACAN failures
eliminating the need for an inordinately effective built-in-test arrangement.
The inherent disadvantage of this approach is that multipie TACANs must be
purchased at an increased cost and the space for additional avionics packages
may not be available.

° Approach No. 3: Install one TACAN with a fairly effective Built-In-Test
(BIT) capability and perform a computer check on the range and bearing
information received with respect to the last data recéived, The comparison
of readings would allow the on-board computer to étfectively perform a BIT
,which would be capable of detecting gross failures. Gross feailures normally
produce range or bearing differentials which exceed the aircraft performance
capabilities. The mherent disadvantage of this approach is that temporary
transients which affect the TACAN readmgs would potentially have to be
tl;eateo as failures, causing a high false alarm rate. : ,
The results of each s&stem engineering tradeoff will determine the inherent level |
of severity for the various subsystem functions. These severity/safety considerations
will then effect the FMEAs performed at the system ievel and at each succeeding level
of hardware indenture. In the example given, Approach No. 2 would effectively
preclude the need for a TACAN FMEA, while' Approach No. | would require that hn
FMEA, potentially to a piece-part level of detail, be performed for the TACAN. .
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The results of these system engineering decisiom must be available to an engiﬁeer
who is ;erforrhing an FMEA for determination of failure severity. The necessary
system design tradeoff information is best transferred to subsystem design groups
through conference approach between the responsible system engineering group (often a
Government agerncy or majbr contractor) and the responsible subsystem design group.
(often a subcontractor). The initial conference should take place at the end of the
validation phase or at the start of the FSED phase and prior to the start of detailed
hardware design for the system and subsystems. This will allow an early identification
of critical areas for design control and will allow FMEA to focus on those desxgn
attributes which are inherently safety related.

5.3 FMEA ACTIVITY IN FULL-SCALE ENGINEERING DEVELOPMENT

, Formal FMEA activity should commence concurrent with the start of hardware
design. This is normally the beginning of the FSED phase. FMEA activity during the

* PSED should be fairly intensive and closely follow the ongoing design progam. The
accomplishment of FMEA acti\(ity coincident with the design process is extremely
important if maximum benefit is to be gained from the activity.

During the early.FSED phase which occupies the time frame from the start of

FSED until a PDR time frame, FMEA efforts should procéeo at a block diagram level

' Design gmdelina and criteria identifying the system and/or subsystem failure modes
which are inherently of severity Category I (catastrophic) or Category II (critical)
should be issued as early as possible. As the tentative system/subsystem partitioniné is
identified, individual guidelines for avoiding Category I and Il failure effects should be
tailored for each of the identified hardware subdivisions. The hardware design
identifies the approach which will be taken at a block diagram level. ‘'The FMEA should
be performed at this level, and the resiits should be used to judge the éccept_abﬂity of
the proposed approach with respect to resolving the inherent potential for Category I
and Il failures. Additionally, initial guidelines on indicators, test points, and BIT should
be generated as a part of the FMEA actlvity, so that testability and failure
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detectability are considered an integral part of the design. The resuits of the early
FMEA activity and proposed solutions to any problems should be presented at the PDR.

During the PDR or a closely coincident time frame, an FMEA conference should
be held. This conference will allow a thorough review of early FMEA activity and a
tailoring of further FMEA effort to be agreed upon. The conference should produce an
agreement on basic failure criticality considerations and allow the transfer of needed .
information between the responsible FMEA engineer and the customer's organization.
It is pot unusual fcr subsystem and equipment manufacturers to have & very limited
knowledge of the larger system into which the equipmen't will be installed. This can
result in potentially hazardous failure conditions being overiooked. On Government
programs, the information necessary to make failure categorization decisions based on
system effect may be classified. A PDR time frame conference provides an
appropriate forum for the transfer of such ‘classitied information while allowing a need
to know to be firmly established.

During the period between PDR and CDR the majority of formal FMEA occurs.
The FMEA should be performed at successive levels of indenture coincident with the
hardware design development. In general, the FMEA should be performed at as high an -
indenture level as is possible while ensuring that any potential Category I or II failures
are identified and eliminated or controlled to the' maximum extent possible. This will
usually require _fhat circuits which can potentially e:perience Category I or II failures
be analyzed to the piece-part level; however, this level of detail should not generally be
required for circuitry whose failure can cause only Category M or IV failure effects. If
the FMEA is to be accomplished in a cost-effective manner the guidance of
MIL-STD-785B should be followed:

. "FOR BASIC RELIABILITY, DO NOT ANALYZE BELOW THE

| LEVEL A'i‘ WHICH A PAILURE WILL CAUSE A DEMAND FOR
MAINTENANCE, REPAIR, OR LOGISTICS SUPPORT. FOR
MISSION RELIABILITY, DO NOT ANALYZE BELOW THE LEVEL ' '
NECBSAB Y TO IDENTIFY MISSION CRITICAL FAILURES.”

’I‘he only time that an FMEA at a piece-part level of detail is justified for an
éntire equipment is when either au the circuitry being analyzed has the potential for
causing Category Iand Il failure effects or when a sumciently high perc=..(age of the
circuitry being analyzed requires piece-part level analysis. This makes analysis at a

. piece-part level of the remaining circuitry a cost-effective aiternative to supplqrpenting
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the FMEA with other anslysis methods of generatmg raeaintainability, reliability, and

S ENIIR B G BIEE ] e it |

testability information. K
The FMEA which is performed during the FSED phase between PDR and CDR
should also be used to optimize the maintainability and testability of the design. The '
ambiguity information required for inaintainability analysis in accordance with
MIL-HDBK~472 Procedure 5 should be available as a part of the analysis.
At CDR or at a conference held in a corresponding time frame, the final FMEA ¥
should be reviewed for accuracy and completeness. The final resolutio: of all potential 35
Category I and II failures should be reviewed, and an agreement on the safety and K
fitness of the final design should be reached. The failure modes and effects data can -
then become a baseline document to be used in assessing the impact of proposed
changes to the system reliability, maintainability, safety, and testability i{
chnractenstncs. Formal data delivery, if required, should be scheduled for the period
followmg CDR. ’ ' 7
During the quahfxcatlon test period, the FMEA can be used for assessing design
changes in response to observed test failures. The FMEA can be updated to reflect any @J
design changes which are implemented as a result of the testing. Additionally, the *
results of qualification testing failures can be used to validate the results of the paper . |
FMEA analysis. When formal data delivery has been required on a contract, an update E
of the FMEA document can be required at the completion of all qualification testing. ' 23
The final FMEA update completes the FMEA reqmrements for the FSED phue and | v
provides an analysis baseline for the production equipment. B 4
. B
's.4 FMEA ACTIVITY DURING PRODUCTION e o ' "*
During the pmduction phase of a prognm the PMEA can be used as a baseline -
'document for evalusting the reliability, maintainability, safety, and testability impact - 13
' of proposed changes. When the FMEA is used as a baseline document, the data should e
be updated periodicany to reﬂect any implemented design chnnge activity. As a T
~ minimum the FMEA should be formally updated on Government programs concurrent ,
with the implementation of any Class I engineering change proposal. - fg
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5.5 FMEA PROCUREMENT APPROACH

An FMEA is usually specified as a formal, deliverable item only on Government
procurements. The current methods used to specify the analysis have the potential for

_producing less than optimum results in terms of both analysis cost and benefit received.

An FMEA is usually specified by the Government within the contractual
Statement of Work (SOW). The most common method used is to specify the FMEA in
accordance with a Contract Data Requirements List (CDRL) item and at a specific
level of detail, often piece-part. The specification of level of detail for an FMEA prior
to the point where some design visibility is available can resuilt in a worst case level o?
detail being specified to ensure that the analysis is performed at an adequate level of

“detail. This can result in large increases in FM EA cost without a matching increase in

analysis benefit. T.e FMEA is normally required to be a review topic at design’
reviews. Formal data delivery in aceordance with the CDRL is usually 30 to 90 days
after critical design review. The procurement process needs to ensure that the FMEA'
cannot be treated primarily as a CDRL item instead of a design analysis tool. |

A refinement of the procurement techniques currently in use can help ensure
maximum benefit from the analysis while controlling cost. The primary changes
suggested are to specify that the final level of detail for the analysis will be decided at
approximately a PDR time frame and to include a guidance conference and at least one
review conference as a part of the FM'BA process. Two conferences should provide the
minimum guidance and review necessary to help ensure that ;m optimum cost benefit
point is achieved. . |

The initial guidance conference should be scheduled for a PDR time frame. This
conference will allow any needed information to be péovided and allows the necessary
level of inalysis detail to be determined after some hardware design visibmty is -
available. The later specifications of level o{' detail can be ysed to help ensure that the
analysis is tailored to achieve the necessary program requln'ment: while controlling the
costs which can be incurred if the required level of detail is over specified. The PDR"
time frame conference also allows for review of early FMEA efforts and resuits. This
should reduce the potential for the analysis being treated strictly as a CDRL item.

A review conference should be scheduled in a CDR time frame. This corference
will allow FMEA progress and results to be monitored early enough in the program to be
eflective. Final hardware design approach approval usually occurs fgllow'ing the CDR.
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’l‘he implementation of changes based on the FMEA after desxgn approach approval is

dlfﬁcu‘t.
Y If a conference approach to FMEA specification and control is used, it needs to be ;{,
3 structured to prevent abuses by contractor organizations. This will require that any ' 9 ;,
3 FMEA be bid as a part of the proposal process, during the competitive part of the ;t
i procurement process. The FMEA bid submitted as a part of a proposzal where a
conference type approach is used will need to be more detailed than has traditionally
been required. The initial bid can then be used during the initial guidance conference as {j::
a basis for cost recovery by the Government. The contractor should be precluded from ek

changing his baseline bid or negotiating the contract value upward as a result of the
technical decisions made during the guidanee.conference'. The inclusion of the :
necessary controls m the SOW and contract should not impose any unusual difficulty. {_

The use of guidan~e and in-process conferences would be new to the FMEA !

process but not to Government procurement practices. A very similar set of : ' E
conferences is routinely used ror provisioning, technical manuals, and logistxcs support 63;
analysis with positive results. ;:;

| 4

5.6 FAILURE SEVERITY CATEGORIZATION

The assignment of severity classifications to the failures considered during an g“é?

FMEA can be difficult. ‘liie assignment of cocrect classification to an equipment _ E
failure requires that the analyst be thoroughly familiar with the equipment, the system ﬁf
into which it will be installed, possible missions and conditions under which the | ‘é&

. equipment may be used, and the potentlal for human error contribution. There is not - '.‘f?

always universal agreement “Setween analysts as to the proper categorization of each
failure. Asa general rule, if the analyst is unable to determine which of two possible
failure classifications is correct for a given failure, the more severe classification
should be used. The failure seventy classifications provided by MIL-STD-1629 are:
e Category I - Catastrophic - A failure whieh may cause death or weapon
system loss (i.e., aircratt, tank, missile, ship, ete.).

"
e AN

AR Sy

o Category II - Critical ~ A failure which may cause severe injury, major
property damage, or major system damage which will result in mission loss.
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e Category IIl - Marginal - A failure which may cause minor injury, minor
property damage, or minor system damage which will result in delay or loss
of availability or mission degradation

e Category IV - Minor - A failure not serious enough to cause injury, property
damage, or system damage, but which will result in unscheduled maintenance
or repair. |

An FMEA is usually not performed below the level of detail necessary to ensure |
that a given circuit can only produce Category IIl or IV failures. The FMEA generally is
continued to a piece-part level of detail for Category I and II failures. The Category I
and 1I failures comprise three basic types: |

e Direct Physical Hazard - This type of failure causes a direct physical ﬁazard

" upon its occurrence. The types of hazards and the necessary controls are
defined in MIL-STD-454, Requirement 1

e  Functionally Inherent Hazards - This type of failure eausa'a significant
hazard by failing in a basic function of its purpose. This is characteristically
a failure of a control or guidance function involved in an inherently
safety-related process.

e Human Error Contributory Hazard - This type of failure presents a
potentially hazardous situation where human recognition and/cr response is
critical to the degree of hazard actually occurring as & result of the failure.

Those failures which constitute the direct physical hazard type are gererally easy
to recognize and to design adequate compensation for. The deg'ree of hazard
represented by the functionally inherent and human error contributory types of hazards
are more difficult to recognize and provide comgensation for.

Any failure which causes the loss of a functionally critical equipment parameter
should be analyzed thoroughly for possible system safeiy impact. All single point .
failures which can cause a Category I or Ii fanure ofa tunctiomlly inherent type should
be designed out of the equipment through the use of selective redundancy, or by
ensuring that the failure is automatically detected by BIT circuitry and that adequate
compensation has been provnded. The FMEA analyst should ensure that any BIT
circuitry used to detect functionally inherent hazards has been designed to fail in an

"alarm condition (fail-safe). '
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The number of human error ~ontributory type failures should be minimized by
design, and the use of automatic compensation for these failure types should be
considered wherever practxca]. When the use of automatic compensation is not
practical, the FMEA analyst should ensure that the proposed desxgn is carefully
analyzed by human engineering specialists and that their recommendations are
incorporated into the design so that an optimum man-machine interface results.
Additionally, the analyst should ensure that all relevant material concerning the hazard
is included in all training courses and technical manuals. A discussion of the potential
hazard should be included in the FMEA document and be discussed at design reviews and
FMEA conferences. In assigning failure classification to this type of failure the analyst
should assume that the human will make a worst case: error.

5.7 MAINTAINABILITY AND TESTABILITY INFORMATION

A significant amount of the information necessary to perform maihtainability
analysis in accordance with MIL-HDBK-472 Procedure 5 and to assess the tesiability
adequacy of an equipment is developed as a part of the FMEA. This information, while
available in an FMEA, is usually not easy to extract from the documented results. This
difficulty is caused by both the format of the information presented and by the
information itself, : ‘ _

In order to allow the maximum useability of the FMEA results for maintainability
and testability analysis, the equipment indicators and accessible test points need to be
considered as distinet outputs during the analysis. The maintainability and testability
information which can then be extracted from the analysis is in the form of failure
symptoms available at each level of indenture. The most critical parameter to be
considered for rhaintainabi;ity and testability purposes is the level of ambiguity which
exists at each maintenance level with respect to the failure effect under considerétion.
This results in a tracking o *he failure symptomology as it is shown .in meters,
indicators, alarms, accessible test points, and possible causes. This information can
then be used to recommend additional indicators, test points, etc. where they are
necessary to allow isolation betweenpbssible causes.

_ If sufficient accessible test points, mdicators, ete. are used in a piece of
equipment to isolate a given failure effect or symptom to the failed LRU, then that
failure effect has an ambiguity level of one with respect to LRU isolation. If the same .

failure effect or symptom is isolatable to two possible SRUs, then the failure etfect has
. , 57 .
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an ambiguity level of two with respect to SRU isolation. This would md:catd the need
for additional test points which are accessible to the maintenance technician for SRU
isolation. An ambiguity level of two or greater usually results in increased maintenance
labor hour requirements, and increased demands on the logistic support systeme. '

The extraction of mamtamablhty and testabmty data from the FMEA at the
piece-part level is generally not productwe. Pxece-part repair is aecomplished at depot
maintenance facilities using specialized test tlxturmg. Also, depot level technicians
can usually access component mounting pads directly which eliminates the need for-
additional test points. However, if the equipment under analysi¢ contains depot - '
repaired SRUs which are modules containing multiple cireuit cards,"ihe ability to
isolate to the failed circuit card utilizing test points should be evaluated. = .

When en FMEA is performed in & time frame consistent with a design program,
the maintainability and testability information being developed as a part of the process
should be used to ensure the inclusion of needed test points, indicators, ete. in the final

" design. This will help ensure that the finished design has adequate testability

| 5.8 HUMAN ENGINEERING CONSIDERATIONS

The evaluation of the human factors adequaey of a proposed design is ar iniegra'l
part of the FMEA process for most oguipmeht. Alm st all large systems require one or
more man-machine interfaces. Th-. adequacy of these interfaces can he a significant
factor in the severity of a failu ;. An FMEA analyst neeJs to be aware of thie system
man-machine mter!aces ev-i when the ennlylis is bdng performec at a :nbeystem or,
black box level. .

The human factors considerations which need to be caddend dur!lg an FMEA.
comprise three broad categories. , o . - '

° Effectiveness of failure alarms and. indicators |

e Effectiveness of fazlure comperasation devices :

e Impact of BIT design. . |

Failure alarms and indicators need to be evaluated for adequacy in terms of

~ alerting human operators that a failure has occurred. The type of indicator, placement
within the system, and brightness need to be evaluated. The effectiveness of audible

58

ﬂ %'%::\_t, “' L35 5'9.5 ﬁ%ﬁiﬁwﬁs& Mﬁ* % “%,, ?‘5&& “‘5'\ ,aﬁ*

characteristics with minimum maintenance manhour and logistic support requirements.

o

e’y A
Rt L R i
hY
.

A

e
T

o
-5
-

vy

4k




, versus visual alarm usage needs %3 be analyzed. Additionally, the potential safety
impact of a defective failure i’idicator needs to be considered.

The effectiveness and adequacy of human activated failure compensation devices

or procedures should also be considered as a part of a thorough FMEA. An evaluation of

the ability of an operator to actuate compensation devices under the initial effects of a
given failure needs to be performed. This evaluation is particularly critical for high
performance systems, such as fighter aircraf;, which can subject the operator to
extreme environmental conditions (e.g., high speed turns, ete.) upon equipment failure.
The potential for incorrect action and the overall skill level of the likely operator of
the system need to be carefully considered in these evaluatncns.

The impact of built-in-test circuitry decisions needs to be evaluated as it impacts
the man-machine interface. The ability of an operator to recognize and compensate for
feilures which are not detected by BIT can be more important than the direct

' percentage of failures detected. The overall effectiveness of automatically detecting
failures which are easily recognized by th> operator must bz analyzed with respect to
the increased equipment failure rate and false alarm rate associated with increased BIT
capability. , ‘

The FMEA analyst needs to ensure that the results of all evaluations are aveilable
to training departments, safety engineering, and technical publications. Any
requirements for special skills or training which may be needed to ensure adequéie

.operator respénse to a failure oceurrence needs to appear in all relevant technical
material, even when initial trainfng is contracted through the manufacturer. Many
products which are produced for a relatively short number of years have a servnce
hfetlme of twenty years or more.

5.9 FMEA PRESENTATION FORMATS

The FMEA results éan be presented in several diftenent formats. The format '
chosen should be based on a combination of the 'ec‘mipment under analysis, and the
intended use of the data. An example of the most prominenﬂy used formats are shown
in Figures 3, 4, and 7. Each of the three commonly used formats has unique _

. -characteristics which may recommend its use uhder certain circumstances. Table 5 |
provides a comparison of the most significant features of these three formats.
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FAILURE MODES AND EFFECTS ANAL SIS

»
FMEA WORKSHEET FOR 3
o
°
FMEA IDENTIFICATION NUMBER %
DATE: PREPARED APPROVED
BY: 8Y:
SCHEMATIC DIAGRAM ’ ' REVISION:
BLOCK DIAGRAM: T REVISION:
PARTS LIST: REVISION:
MISSION:
MISSION PHASE:
ITEM PART NUMBER: FSCM: INDENTURE:
ITEM NOMENCLATURE: REF. DESIGNATOR:
FAILURE MODE: , ‘ SEVERITY:
CAUSE (s):
FAILURE EFFECT (s):
LOCAL:
NEXT HIGHER *
ASSEMBLY:
SYSTEM:
CAN THE OPERATOR DETECT THIS FAILURE? ,
How? ’x
CAN THE OPERATOR COMPENSATE FOR THIS FAILURE?
HOW?
FAILLURE MODE FAILURE EFFECT PROBABILITY -(BETA):
PROBABILITY: FAILURE MODE RATIO (ALPHA):
: FAILURE RATE (LAMBDA-P): .
OPERATING HOURS (T):
MIL-HDBK-217 'FAILURE MODE CRITICALITY NUMBER {CM): ]
' ITEM CRITICALITY NUMBER (CR): ‘ .
REMARKS:
JTEMFUNCTION:  ~ ' Figure 4. Typ‘cal FMEA Single Sheet Format |
' v - 81
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" TABLE 5. FMEA FORMAT COMPARISON

: " Format
Comparison Parameter Tabular | Single Sheet | Matrix
Specification Compliance - Format can be E G G
used to satisfy MIL-STD-1629A
requirements
Ease of use by Analyst - Format is easy to G F .
use and update
Ease of Data Extraction - Format allows ' F : P " E
easy extraction of needed data by all -
users
Overe’l ("Iemcal Load - Format minimizes ' F P, E
clerical requirements imposed on analyst '
Completerness - Format allows failure G G P
effects at each indenture leve! to be seen
without raferencing other areas of the
document
Compactness - Format presents data in a . F P E
compact form :
Commentary Material - Formet allows easy 1 G - G F
inclusion of commentary material '
Multiple Analyst - Format does not present F F . -
difficulty if more than one analyst is
_ asmgned

E= Excellent, G = Good, F = Fair, P = Poor

The format usedshould be based on the particular analysis, hewever, for most

analyses the matrix format has several advantages. This is particularly true with

respect to ot;tain_ing rultidiscipline use of the analysis results. The matrix format is
relatively easy to understand for non-specialists and allows easy extraction of data in
the reverse order for mamtaxnabxhty and testability use. The matrix fermat should be

considered for standardxzed use in most analyses.




 E

5.10 BACKGRO!IND OF THE FMEA ANALYST

The performance of an FMEA requires that the assigned analyst either individually

have expertise in a wide range of eriginee_ring discipﬁnes or heve access to individuals
~ who can provide any needed supplemehtai expertise. The assignment of an ansalyst who

possesses all the necessary skllls to pertorm the FMEA without assistance is usually not
possible. It is normally a better apprcach to use the skills available in several
engineering specialty areas to review the‘FM EA and interface with the assigned analyst
on an ongoing basxs. _ - '

The analyst selected to perform an FMEA should 1deany posseaa a background in
design, rehabthty, maintainability, testability, safety, human factors, and logistics
ergineering. There are a few individuals with all the required areas of expertise, and -
their availability is limited.' This results in a need to select an individual to perform the
FMEA who'possesses less than the ideal range of skills. A design engineering background .
in the analyst selected must.-be ccnsidered thel most crucial criteria. A competent )
design engineer can perform the analysis even though he may not possess all the
necessary complementary skills required to proparly assess all {ailure effects. The
additional expertise can be provided by spacialty engineers on an as-required basis. It is
generally more difficult to compensate for weaknesses in the design background of an
analyst selected from a specislty engineering group.

5.11 PMEA USE LIMITATIONS

~ The FME is an extrerﬁely accurate and thorough analysis which produces a wide
range of information useable by the specialty engineering dbciplines to help ensure that
their design requirements are met. The analysis is & pcrticuhr!y effective ufety .
analysis tool. The analysis produces information needed by reliability, maintainability,
| safety, tutabili‘ty. and logistics engineers. When a program has requirements imposed
in.au or most of these speciaity areas, the FMEA may be relatively cost-effective if
duplication of effort is minimized. The analysis can be very expensive and may not be
the most etfective means of producing the needed data when primarily used to
document the achievement of safety-related requirements.
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When the program safety requirements will allow the FMEA to be performed at a
reduced level of detail, the use of other, less formal techniques to produce any .
additional data nee’ded.by specialty engineering groups should be considered. The FMEA
will not produce all the data needed, thus some supplementary analyses will always be '

‘ required. The use of less formal techniques will help keep program costs to & minimum,
whlle producing the required information.
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SECTION 6 |
STANDARDIZED PMEA TECHNIQUE

6.1 INTRODUCTION

Section 6 provides an overview and detailed coverage of the ad\}anced matrix
FMEA technique. Various aspects of the technique and appropriate FMEA activities are
discussed by program phase. The reader should complete Section 6 in its entirety prior
to applying the technique for the first time. o

The advanced matrix technigue, as defined for the purposes of this study, is a
standardized methodology or approach to a MIL-STD-1629A FMEA. Through this
standardization of approach, a maximur benefit is obtained from the labor expended in
the FMEA. This is accomplished by identifying the appropriate efforts for each progfam
phase, and by allowing the use of multiple analysts without the coordination problems
inherent in a tabular MIL-STD~1629A analysis. The advanced matrix technique provides
a framework for the presentation of circuit analysis results which is defined and can be _
approved in advance when data item delivery is required. .

6.2 TECHNIQUE OVERVIEW ‘
| .

The need for a standardized FMEA ‘technique is well recognized. FMEA is an
expensive a@ysis which needs to be|used as cost-effectively as possible. Additionally,
an FMEA, to achieve maiimum effectiveness, should be completed in a time frame o
which is consistent with the ongoing flesign process. An FMEA which is completed late
in a program may have little impact.| A standardized technique, to be of vaIue,-nged;, to
provide both a cost-effective and time-effective methb'dology, and the advs el rmairix
technique is effective in both of these areas. ' |

The advanced matrix technique can be apphed at g1 nhase of pt oduct
development. An FMEA using the advanced matrix té:hnique, us with any FMEA
technique, is most effective when started at the earliest stayr Jf product developmeat,
‘The approach required is bottom-up piecewise. That is, the analysis progressas
downward through the design detail one level of indenture at a time (to{;—doym). Th2

v Qna;ys?s_ for the given level is péi'f ormed inductively. This is not a significant change‘ to
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the method by which thorough FMEAs have always been performed. The FMEA has

traditionally been considered a bottom-up, or inductive, analysis. Since design

information becomes available in a top~down sequence, the performance of a true,
bottom-up FMEA would require the analysis to be started at the close of the design
process rather than at the start of design. This would resuit in an ineffective FMEA,
completed too late to have much impact on the design process. ..

The ad‘)anced matrix teéhnique is particularly weli designed to prbvide for the
performance of FMEA in concert with an ongoing design program in a cost—effectxve
manner. When the advanced matrix technique automation (descrxbed in Section 7), is

. used to aid the analyst in performing the FMEA, the analysxs is particularly effective.

The design of both the advanced matrix technique and the complementary automation
has specifically been tailored to allow for the atmosphere of almost constant change
which is a normal part of the equipment design and development process.

6.2.1 ADVANCED MATRIX TECHNIQUE PHASING

The performance of an FMEA utilizing the advanced matrix technique is
accomplished in four phases: FMEA planning, initial FMEA activity, intermediate or
block diagram level activity, and detail or piece-part level activity.. The relationship
between the design program phases and the FMEA activity is shown in Figure 5. The

—— FMEA PLANNING ')
~ INITIAL FMEA ACTIVITY (TOP LEVEL) « commemmmemaed

INTERMEDIATE FMEA ACTIVITY ey

- DETAIL FMEA ACTIVITY =

PDR . CDR

N 1 1Y Y AV | X

) I ] . : | N
CONCEPTUAL VALIDATION FULL-SCALE DEVELOPMENT PRODUCTION g
PHASE PHASE PHASE . PHASE

TIME ——*

Bt ;;.t»-'zmc;a' 0% w&i IR

Figure 5. FMEA Activity By Program Phase
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o FMEA planning and the initial FMEA activity can be begun as early in the program as the .
'- " late design validation phase. Specific design knowleige .ot the equipment tobe analyzed |
L3 is not required during these phases of FMEA activity. The interim and detail levelof
«"é: activities are dependent on specific, detailed hardware design information and are

ﬁ compieted in concert with the hardware design. This often requires that more than one

s analyst work on the FMEA at'a time due to the multiple design personnel assigned. This
fb ' is allowed by the structure of the advanced matrix technique. Each analyst works only

2 _ on the specific area (e.g. assembly, unit, etc.) assigned to him and does not need to

22 , ,'reference or deal with higher level effects. The activities of the various analysis

personnel assigned are generally coordinated and led by a senior analyst. The senior
N analyst is usually assigned responsibility for the FMEA planning and the initial FMEA
2 ~ activity phases. During these early FMEA phases, the use of multiple analysts, while not
s impossible, is somewhat difficult. :
Each iterative level of FMEA activity requires that specific information be
- available to the analyst allowing the analysis to produce specific outputs. Figure 6 shows

ol ‘the outputs expected during each phase of FMEA activity. The outputs shown represent -
32 all of those available within the structure of the technique.l It is possible to perform the
B " PMEA utilizing the technique without requiring all of the out)uts to be assembled.
;t v FMEA ‘activity begins with the planning phase. The planning phase, which is
): . primarily an administrative task, is used to provide scope and direction to the overall
A FMEA effort while minimizing the duplication of effort within a program. FMiZA
N planning for content, depth of analysis, analyses needed, and scheduling required are
§ I developed based on the contractual requirements for safety, reliability, maintainability, |
g T4  and logistics. Detailed hardware design information is not needed for FMEA planning
2 purposes. However, the analyst assigned to the FMEA planning should possess a
f 'background in systems similar to the one to be analyzed. This helps assure that initial
' ,~ decisions on FMEA depth of analysis are based on the type of hardware to be analyzed
o and its use environment.
“ f Initial FMEA activity consists of the development of the technical baseline for the
o hardware PMEA which will be performed. This phase of activity produces an FMEA
:f ‘ specification, initial duxgn guidelines, initial system interface level PMLA, and serves as
¥ ebaseline to finalize the FMEA planning which was previously accomplished. The
::’ amount of design information required for the initial FMEA activity is minimal. A

system specification must exist. Hardware design information is not required. [lowever,
the analyst performing the initial analysis needs to be thoroughly familiar with the

~
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design and use of systems similar to the one to be analyzed in order to understand the -
severity impact of system functional failurw.' ,

Intermediate FMEA activity begins the direct, hardware analysis traditionally
associated with FMEA activity. Intermediate analysis is performed using eircuit block
failures. The outputs of the intermediate analysis process include traditional
MIL-STD-1629 FMEA information, maintainability test point information, and
built-in-test analysis information. The intermediate level of analysis requires that final
system and equipment specifications, initial system partitioning, and block diagrams of
equipment circuity be available to the analyst. The intermediate level of analysis wiil
usually satisfy the analysis depth which is required to review circuitry which is not
c&pable of causing MIL-STD-1629A severity category one or two failures.

The detail level of FMEA activity is the piece part FMEA analysis. The detail
activity provides the most comprehensive FMEA and is the most costly level of analysis.
This level of activity is usually limited to circuits which can cause MIL-STD-1629A
severity category one or two failures, or for those cases where EMEA at the piece part
level of detail is the most cost effective means of developing the information needed to
support maintainability or logistics analyses. A comprehensive set of design information

including specifications, schematics, hardware drawings, and parts lists must be available
K., to allow detailed FMEA activity. C '
) ‘y * :

ty
o

6.2.2 ADVANCED MATRIX TECHNIQUE STRUCTURE

The advanced matrix technique has a structure which is similar to that of the
original matrix technique. A matrix grid is used to hold the analysis information.. This
matrix pljovides good visibility of FMEA results and excellent traceability to higher and
lower levels of indenture. The traceability provided by the matrix eliminates the need
for the redundant, clerical entries of higher level effects, which are required by tabular
3 " methods. L o ' :

FPigure 7 shows a typical matrix structure which i§ used at the piece-part level of -
detail. The top of the matrix is formed by the outputs of the assembly under analysis,
the test points of the assembly being analyzed, a comments and remarks reference
column, a severity-level column, and a built-in-test detection column. The side 6! the
‘matrix is'formec_l by the inputs to the assembly being analyzed with the appropriate
failure modes for the inputs, and by the parts contained on the asseinbly being analyzed
with their failure modes. - | |
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by 1. REMARK/COMMENT NO. 1
o .2. REMARK/COMMENT NO. 2
E; Figure 7. Typical Matrix Structure
3 , The matrix‘ is completed by inserting 't.he- appropriate failure effect code at the
lﬁ intersection between all effected outputs and test points and the failure mode being
) analyzed. If comments or remarks are needed, the number of the remark is placed at the
'f intersection between the failure mode and the remarks column.. If the BIT detects this
': . ~ failure at the level under analysis, an X should be macked in the BIT DETECTED
;’ " column. If the severity of the failure at the level under analysis is other than a severity
;.',‘i - class 4, the appropriate severity level for the failure should be entered at the
‘E“«z " intersection of the SEVERITY column and the failure mode being analyzed.
b ' ' : . '
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The matrix retains the basic structure shown in Figure 7 at all levels of indenture
except the highest level. The top level consists of two matrices. One matrix maps '
equipment outputs to failure effects and operating mode. The other matrix maps
equipment outputs to operating mode by severity. All other matrices used within the
‘technique are structured as outputs. versus inputs and parts by failure effect.

The relatiorship between matrices develope& at different levels of indentur-: ‘s
preserved by the structure of inputs and outputs. The outputs of a matrix at .. level
form the inputs to the next level of analysis as shown in Figure 8. The inputs/outputs
can be traced either upward or downward through the hardware indenture utilizing the'
signal mnemonics to provide the necessary matrix mapping.

The inherent traceability of the matrix structure makes it ideal for automation.
Additionally, this traceability allows information to be readily extracted from the
analysis in a reverse organization. The reverse extraction of analysis data is'cruciél if
maintainability analyses are going to be supported.

OUTPUT SIGNALS

N
.
AAPA  *M1 | *
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Figure 8. Traceability. Between Hardware Indenture Levels in a Matrix FMEA
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6.2.3 MIL-STD-1629A COMPLIANCE 2
The advanced matrix technique is compliant with the.intent of MIL-STD-1629A but ;

is not letter for letter comphant with the specification. MIL-STD-1629A specifies five .

FMEA tasks:
Task 101 - Failure Modes and Effects Ahalysis

Ut e it W S 20
¥ -v'”' R e e O A

'
o Task 102 - Criticality Analysis -
e Task 103 - FMECA Maintainability Information
e Task 104 ~ Damage Modes and Effects Analysis
. @  Task 105 - Failure Mode, Effects, and Criticality Plan. 4
The advanced matrix technique provides the information needed to comply with the f; <
intent of tasks 101, 102, 103 and 105. Task 104 is not supported by the advanced matrix ;’g
technique. This is not, however, considered a severe li~.t1tion, as damage modes and ?’3
effects are seldom applled to electronic equipment and almost never at the level of ' !
detail (block diagram and piece-part) at which FMEA is normally performed.
Table 6 provides a cross reference between the information provided by the
advanced matrix technique and MIL-5TD-1629A requlrements. In most cases the
necessary information is available but the format of the information is usually different.
TABLE 6. ADVANCED MATRIX TECHNIQUE MIL-STD-1629A ?’;‘-
COMPLIANCE . R
. 8
, Criteria r MIL-STD-1629A Task # | Remarks o E
ID# 101, 102, 103 Provided by mnemonic of assembly i‘f
' under analysis and reference -
designators : _
'y
Item/Functional ID - 101, 102, .103 Provided by mnemomc of assembly r
o under analysis and reference ;f;
desxgnators :;
Funetion : . 101,102,103 | Provided at assembly level by R
. : assembly mnemomee (see 6.3.2.4) %
, . | .4
Failure Mode and 101, 102, 103 Failure mode is coded throughout &
Causes matrix ~ cause is not provided : -.:ﬂ
‘ o R N
Mission Phase/ 101, 102 Provided by the failure mode to - |
Operating Mode , | operating mode by effect matrix K
: . . ‘ 3 4
Failure Effects - 101, 103 | Provided by the matrix at all A
Local, NHA, End ' levels of indenture
S | ' 72 s
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TABLE 8. ADVANCED MATRIX TECHNIQUE MIL—STD—IﬁZéA
. COMPLIANCE (Continued)

Criteria , MIL-STD-1629A Task # Remarks
Failure Detection 101 Provided indirectly by including
Method (Operator) o indicators and BIT in matrix
Combensating A 101,. 102 S Provided by including an ability
Provisions ' to include remarks
Severity Class 101, 102, 103 Provided directly
Remarks ‘ 101, 102,103 Provided directly

Failure Probability

Failure Rate Data 102 Not provided within the tech~
Source ' nique. The typical failure rate data

. ' source for electronic equipment is
MIL-HDBK-217. Other sources would
need to be defined in the

introductory material,
Failure Effect 102 The ad&anced métrix technique
Probability ‘ assumes 8=1
Failure Mode 102 - This ratio can be used in
Ratio criticality caleulations once the

'| correct ratios are established

Failure Rate 102 | The failure rate entered in the p
' ‘ matrix is used in criticality /
calculations
Opera‘ting Time - 102 | | The operating time ratio is provided

. by the operating mode percentage list

' Criticality # ‘102 ' Can be calculated from information
' provideq within the technique .

Item Criticality # 102 .| Can be caleulated from information
o e - provided within the technique
System/Subsystem | - 103 - | Usually provided as a part of

Description . : the descriptive material included in
_ an FMEA report - not included on
analysis sheets in technique
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TABLE 6. ADVANCED MATRIX TECHNIQUE MIL-STD~1629A
COMPLIANCE (Continued)

Criteria MIL-STD-1629A Task # | - Remarks
Failure Detection 108 Provided indirectly as a part of
Method test point summary
Minimum Equipment 103 Not prow)ided within the
List - , technique -

6.3 ADVANCED MATRIX TECHNIQUE DETAIL

This section and its several subsec*ions provide a detailed description of the
advanced matrix technique. The section is organized in the order of occurrence of the
various phases of the technique as presented in Section 6.2.1. Each subsection describes
the information necessary to allow the phase of analysxs being discussed to proceed, and
the outputs which are available from the FMEA phase.  Figure 6 provides a summary of
the types of outputs available at each phase. ‘

The advanced matrix technique allows multiple analysts to be used with a minimum ,
of conflict. However, coordination between all analysts working on an FMEA remains
. impertant. This coordinating function usually requires that a chief analyst be appointed

to eerve as a focal point for analysis efforts and to conﬁol mnemonics. He would be
expected to complete the FMEA planning ‘phase'without assistance. The chief analyst
could also complete the initial FMEA activity without assistance for all but.very large
FMEAs. The ability of a single analyst to complete all early FMEA activity is
important. The use of one analyst to structure all initial FMEA activity provides a
. coherent baseline for all more detailed FMEA ectivity. When more than one analyst is
used to structure the initial FMEA material, care must be used to ensure that all efforts )
are completely coordinated.
Several analysns outputs dxscussed in thns section on the advanced matnx technique

‘are difficult or time consuming to obtain by,manual methods although the necessary
- activities are described. This is particulaﬂy_true of criticality analysis, buiit-imtest -
analysis, and test point information. The advanced matrix technique is only marginally
better than tabular methods when this information must be manually assembled. The
matrix teehnique is significantly better than tabular methods once the automa_tiofx tool is '
in use. 1he overall structure and use of the technique together with the automation is
discussed in Section 7. ' ' ‘
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The terms system, equipment, and system /equipment are used throughout the
discussion which follows. The terms should be considered interchangeable references to
the top level of FMEA analysis. FMEA is generally iimited in application to the
equipment level due to an inherent inability to handle multiple failure modes and human
interfaces well. This does not strictly preclude the analysis from being used at the
system level. The FMEA retains effectiveness at the system level when the interfaces
are automated, particularly when the human interface is minimal or non-existent.

6.3.1 FMEA PLANNING

The advanced matnx technique usage depends on planning the FMEA as an mteg'ral
part of the total logistics analysis to be performed during equipment development.
Planning the FMEA as a part of an overall analysis package allows duplication of effort
to be avoided while allowing the purpose of the FMEA to be completeiy defined. Once
the exact purpose and usage of the FMEA has been defined, the analysis can be uniquely
tailored to provide the needed outputs in a cost- and time-effective manner.

Adequate FMEA pianning will define the level of detail within the analysis and the
duration of the analysis. All FM EA'planr.ing should be documented, aven when taék 105
of MIL-STD-1629A has not been specifically invoked. An FMEA plan which is compliant

'with MIL-STD-i629A task 105 is ideal for documenting the planning so long as all the
required information is included.

FMEA planning should be the task of the individual who will be assigned as chief
analyst for the FMEA. The chief analyst is expected to have the seniority and
experience to determine the FMEA analysis needs with respect to the total design

. program. Considering the FMEA in the context of the total program allows an initial
determination of the level of detail required for the analysis. This will allow the analysis
to be tailored to optimally fit the design and logistics programs. Seven fundamental
questions need to be answered in order to determine the appropriate level of analysns.

' e What is the primary purpose(s) of the FMEA? .

What is the reason for performance of the FMEA? The FMEA can be used to .:-“,
support the reliability analysxs, safety analysis, mamtamabmty analysns, . y;’,i:’
testability analysis, and logistics support analysis individually or in any f‘ ‘?‘A’ S

combination. The FMEA is usually begun or required once a specifie pOtential
problem area has been recogmzed. This area cf econcentration ls then the

primary purpose of the FMEA.
75
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What level of detail will be used for maintenance and logistics planning?

The overall maintenance and logistics support concepts for the equipment
should be examined. The type of mainten:znce which will be done at each level
(i.e., shop, depot, flight line) should be identified. The skﬁl level of personnel
at zach maintenance level should also be determined. The test equipment '
which will te used/available at each maintenance level should also be
identified. How much FMEA information, and what level of detail is necessary
to support maintenance analysis should be determined based on the support
concepts and constraints vyhich are ‘dentified.

k criticglity anelysis required? .

If criticality ana'ysis is required, which reliability calculations will need to be .
performed at the piece-part level. The need for detail in the criticality
analysis may’requir,e greater overall detail in the FMEA.

Are the analysis results to be provided *5 the end item user as a dota item?

If data item preparation is required, the appropriate schedule points should be-
developed. These schedule points can then be used to determine what level of
FMEA detail will he available at each scheduled delivery pomt.

Is built-in-test analysis required on the program?

Built-in-test evaluation requires that a very detailed analysis be perfcrmed.
The exact implementation of BIT should be evaluated to determine its impact
on the level of FMEA detail. ' o

Is maintainability analysis (if required) to be performed in accordance with
Procedure 5 of MIL-HDBK-472.

Maintainability analysis in accordance with MIL-HDBK-4'!2 Procedure )
requires that the amblo'mty of each failure at each maintenance level be
determired. The determmatxon of amblgulty at a given level can require that
an analysis be performed at one level of Getail helow the level bemg assessed.
The level of mailtenance analysis detail needed should be assessed for xmpact »
on FMEA detail

- What level of detail is contractually required?

When an FMEA is contractuglly required, with the required level of detall
specified, the analysis needs to be performed at the specified detail level of
detail as a minimum. A greater level of detail may be used. This is
appropriate when the greater FM EA detail provides the most cost-effective .
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bassline for related analyses in safety, maintainability, legiltiés, and/or
testability. _

- The output of the FMEA planning process should be a complete description of the
analysis required in fundamentai deteil. As = minimum the analyst should be able to
determine the criteria required.to compiete an FMEA planning sheet as shown in
Figure 9. Once the chief analyst has determined the amount of detail and the types of

. analyses which will be required, initial FMEA activity can begin. The FMEA planning,
however, remains subject to chaiyve until the ana.ysis is complete. This is to allow
adequate detail to identify the causes »f all severity classification Category land II
failures. ' : '

1. LEVEL OF FMEA DETAIL
A SYSTEM
B. EQUIPMENT )
C. CIRCUIT CARD/MODULE
D. DETAILED BLOCK DIAGRAM
€. PIECE PART

dri-6ZezZy

oocao

2. TYPE OF ANALYSIS TO BE INCLUDED

A. FAILURE MODES AND EFFECTS
. B. SEVERITY CLASSIFICATION

C. TEST POINT

D. BiT DE/VECTION !NFORMATION

€. CRITICALITY CALCULATIONS

J00oo0oa

3. TYPE OF FMEA TO BE REPORTED TO CUSTOMER
A.SYSTEM LEVEL:
8. EQUIPMENT LEVEL .
C. CIRCUIT CARD/MODULE LEVEL
D. DETAILED BLOCK DIAGRAM LEVEL
£. PIECE PART LEVEL L '

0oooa

e B
PY ST G NS

s

Figure 9..' FMEA Planning Sheet
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6.3.2 INITIAL FMEA ACTIVITY

A

-,

g
&,
o

Initial FMEA activity consists of the development of nine interrelated items.
These are the FMEA specification, operational mode definitions, fundamental input and
output definitions, preliminary mnemonics, preliminary failure cffect list, failure mode
to operating mode by effect matrix, failure mode to operating mode by severity matrix,
design guidelines, and revised FMEA planning. Two of these activiiies, the failure mode
to qpel'-ating mode by severity matrix and the design gmdelmes &re optional but highly
recommended. Figure 10 shows the flow of and interrelationship between the various
initial FMEA activities. |

The initial FMEA material can be prepared as soon as the FMEA plannirg is
complete. The information required to allow the initial analysis to proceed is miiimal
'jhe analyst must be capable of defining the required equipment characteristics and all
necessary interfaces compleiely. Iif an equipment specification or a similar requirements
document exists, an anaiyst who is experienced wjth the type of equipment being
analyzed should be capable of completing the initial PMEA activity. The initial FMEA
activity should begin with the development of the FMEA specification.

6.3.2.1 Specification Develépment

As the first step in the initial FMEA activity, the analyst must develop a
specification for the FMEA. The FMEA specification is not.necessarily the same as the
system or equipment spéciﬂcction, if one exists. The FMEA specification needs to
reflect the operational requirements of the system or iquipmcnt beirqg specified.

The FMEA specification should be developed from the cppropmte system or
equipment specification when one exisu. When no formal specification exists, the
m-rketirg criteria, or other guideum which are used by design to determine nqnlred
system or equipment performnnce should be used {0 guide preperation of the FMEA
specification.

Once the nmly:t has obuined a baseline for the do‘nlopment of the FMEA -
specification through acquiring either the appropriate equipmont specification or
marketing criterh, prep.ration can proceed. The analyst should proceed in a
step-by-step process to identify and list relevant performarice parameters similar tb
those shown in Figure 11. Tle development of the performance parameter list is usually
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FME'A PLANNING PHASE

FMEA
SPECIFICATION |

OPERATING
MOGE AND
PERCENTAGE
DEFINITIONS

FUNDAMENTAL
INPUT/OUTPUT
DEFINITIONS

—~

. PRELIMINARY
MNEMONICS

———

FAILURE
EFFECT LISTS

—

—1
{ {
FAILURE MODE FAILURE MODE
TO OPERATING TO OPERATING
MODE BY MODE BY
SEVERITY EFFECTS
MATRIX MATRIX
?
. ‘ 1
DESIGN REVISED FMEA
GUIDELINES PLANNING

]

INTERMEDIATE FMEA ACTIVITY

2 5 14 134

Figure 10. Initial FMEA Activity Flow

\\-AJ"\_//\'-/ ‘

Figure 11. FMEA Specification

K 4
EQUIPMENT ,
SPEC LIMIT FMEA LIMIT SIGNAL SIGNAL
. . , TYPE ' MNEMCIWIC
PERFORMANCE PARAMETER | UPPER | LOWER | UPPER | LOWER _ ‘
1. SIGNAL LEVEL A +1.15V | +0.85v | «1.5V | «0.5v | ANALOG
2.SIGNAL FREQUENCY A 995Hz | 1005Hz | 950Hz | 1050 Hz | ANALOG
3. SIGNAL TO NOISE A 50 d8 . 3548 — | ANALOG '
4. SIGNAL LEVEL B asv i 5.5V 45 8.5 DIGITAL
' PAGE___ OF.

(Y48 b4 284




straigﬁtforward. Similarly, the extraction of the equipment specification limits will not
usually represent a problem. The development of the performance limits which will be
used for FMEA criteria is somewhat subjective.

The subjective nature of the FMEA specification requires that the analyst have an
extensive background in the type of equipment and/or system which is under analysis.v
Additionally, the analyst will need to coordinate the developed specification with
hardware design engineering and with any diéciplines which will interface with the FMEA
results (i.e., safety, maintainability, testability, etc.). The specification will need to be
coordinated across multiple disciplines to ensure that the performance limits established
for FMEA reflect accurate, traceable values. When built-in-test circuitry will be
designed into an equipment, the FMEA limits established should generally be the same as
the limits which will be used in the built-in-test design. Once the specification is
developed, it may be necessary to coordinate the FMEA limits established with thie
procurement office if the FMEA is being performed under Government contract with
associated data delivery requirements. '

6.3.2.2 Operational Mode Definition

After the FMEA specification has been developed, the analyst should define the
basic equipment operating modes. The operating mode definitions should be as concise
as possible without producing an unmanageable number of modes to be analyzed. If _
criticality analysis is to be performed as a part of the FMEA, the analyst should also
determine the amount of t.me which will be spent in each mode_. This time, as a
percentage figure, will be used in criticality calculations.

The operational mode definitions consist of a master listing of the opentioml , ‘
modes and-percentage of time spent in each (ﬁgure 12) and a detailed description of - ,

"each mode. The detailed descriptions of each mode need to provide sufficient
nntormation to- ‘uniquely describe each mode. !-‘igure 13 provides a umple form for -
operating mode definition. This would genernlly be supplemented by additional

LA

t4

descriptlve writings, logic flow diagrams, and such other additional information as may
be required to completely define the operating mode.
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A complete and comprehensive definition of each operating mode is essential to
both customer understanding of an FMEA and to the ability to use multiple analysts
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. »
OPERATING MODE . PERCENTAGE 2
2 ©
| 3
1.'MODE A o XX %
2. MODE B YY %
3. MODE C | 2z%

Figure 12. Operational Modes Master List
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OPERATING MODE DEFINITION

MODE:

FUNCTION:
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INDICATIONS TO OPERATOR:

INITIATED BY:

TERMINATED BY:

POSSIBLE FAILURES:

S ori 7

I

N2 )

(o) ;

Y
7

SAAALY Y ek

LR o R X o

(L .,

AFIA

-

R e

278

e el
NN

3 Y G

w

(A

PR S S5 A (R AR A VAN G AR KL I RA L ARSU A S S A CH QU RARM LA CSCA SR DA o K

"

Figure 13. Operating Mode Definition Form

during the intermediate and detailed PMEA analysis stages. Additionally, the operating
mode definitions help focus the snalyst on the FMEA in a controlled manner.

8.3.2.3 Define Pundamental Inputs and Outputs

“After the operating mode definitions have been completed, the analyst should
define the fundamental inputs and outputs (1/0) of the equipment under analysis. The
fundsmental inputs and outputs consist of thooé input and output functions which define
the basic purpose of the device under analysis and which form the external interfaces of
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the equipment. The fundame‘ntaﬂ inputs and outputs may involve various types of input
and output quantities such as mechanical motion, electrical signals, audible signals,
visual signals, ete. The fundamental inputs are those which provide the signals required
by the equipment under analysis from the extérnal sources. The fundamental outputs are
those outputs which interface between the equipment under analysis and the next higher
e level of indenture (system level).

‘The fundamental inputs and outputs should be tabularized, and accompamed by a
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-;-.‘1 brief dmrlptlon of each similar to Figure 14. This will allow all analysts assigned to the
s : . s g . tet
E’_{j\i FMEA to work from a common baseline set of definitions. When special conditions such

A .
g as backup power, ete. exist, they should be noted on the definition sheet along with the
e 1/0 description.
N o
e . ‘ >
o FUNDAMENTAL INPUT DEFINITIONS EQUIPMENT: EXAMPLE 3
r INPUT CHARACTERISTICS 2
bt SYNC PULSE A PROVIDES A DIGITAL SYNCHRONIZATION SIGNAL TO

: ~ ALLOW TIMING OF QUTPUT A IN A MANNER WHICH

, 1S COHERENT WITH UNIT C OF THE SYSTEM
e MAIN POWER PROVIDES PRIMARY POWER TO SYSTEM UNDER
o NORMAL CONDITIONS. NOTE: 20 MINUTE BATTERY :
&= BACKUP POWER EXISTS
L .

(X% -
hout FUNDAMENTAL OUTPUT DEFINITIONS EQUIPMENT: EXAMPLE
hS% . OuTPUT . CHARACTERISTICS -

<
,
-t

NS SERIAL DIGITAL GUTPUT  PROVIDES DIGITAL RANGE INFGRMATION
Ny TO PROCESSING ELEMENT

taN .
é::;-:: Figure 14. Fux‘n‘:lamvental Inputs and Outputs

Rty ‘

o 8.3.2.4 'Mnemonics

I

;ji' The analyst should begin essigning mnemonics to the FMEA as soon as the

‘a hecessary information becomes avaiiable. Mnemonics can be assigned to the

'__.E" fundamental inputs and outputs as soon as they are identified. The use of mnemonics

.‘._ ‘within the advanced matrix technique is mandatory. The mnemonics used as a part of

"‘; the téchnﬁqu'e have the form: |

FROM -SIGNAL -TO

1o

.
.

> .

.
..
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The exact number of characters assigned to each position in the mnemonie is
arbitrar); and can be decided based on the complexity of the equipment being analyzed.
For the purposes of discussion a 3-4-3 structure will be assumed. ‘That is, three
charscters each assigned to the from and to portions of the mnemonie, and a four
character signal identifier.

As a part of the mnemonic development and assignment pi-ocess, two cross
reference lists, similar to those shown in Figure 15 are developed to provide traceability
between signal or assembly title and function and the assigned mnemonic. One list is for
mnemonics assigned for assembly (from/to) use. The other list is for signal mnemonies.
The descriptions provided in each cross reference list should be sufficiently dgtailed to
allow the functon cf the signal or assembly to be deseribed. When assigning assembly
mnemonics, this will generally require that a detailed assembly description be developed
to asstire compliance with MIL-STD-1629A. These assembly descriptions may either be
included as a part of the cross reference table or in the FMEA report with 'adequate
referencing to the assembly mnemonics cross reference table. Functional descriptions of
signals will usually be much shorter than those required for assémbligs and can be
included directly in the cross reference table. '

The mnemonies list should be started as soon as the analyst identifies and defines

the fundamentai inputs and outputs. The analyst ngeds to identify the mnemonics of the '

fundamental I/0s both to begin the mnemonic lists and to provide traceability for the top
levels of the analysis. In most cases, either the from or to part of the mnemonie will not
‘be capable of being identified at the earliest sfaggs of the analysis. This will not retard
the progress of the analysis. The information required to identify the from and/or to
portion of the mnemonie should be available prior to a need for Ithe information. , '

Mnemonie Assignment - Mhemonics may be assigned by any method which is convenient. -
" The codes are usually assigned either in saquence or keyed to the signal or assembly

titles. The assignment of mnemonic codes which are keyed to signal or assembly tiile
has the advantage of providing a "built-ln reference which aids the analyst in
remembering the function of the referenced signal without continuous referance to the
master mnemonic lists. The q'isadvanta'ge of the keyed mnemonic assignment method is
that it is very easy to assign the same alphanumeric code to more than one signal.
Avoiding the multiple' assignment problem usually requires the use of a sortable
computer file, a 3 x 5 card index file or some similar method which allows rapid

83

A T R T S B R Sy R Y R T S RV FEY Ry




identification of previously assigned mnemonies. Sequ’entially»assign'ing mnemonies
avoids the multiple assignment problems, but does not provide the analyst with the
means to readily identify the signal function without a reference h’ét.‘ :

Figure 15 shows examgles of assigned mnemonic set lists., The lists shown
demonstrate mnemonics which have been sequentially assigned. ’UéinQ Figure 15, the full
mnemonie for the signal High Speed Select Logic which is an output from the Digital
Decoder Assembly and an input to the Frequency Synthesizer Assembly is
AACAAABAAB. The full mnemonie identifies all relevant information about the sxg'nal

- with respect to the FMEA purposes. The example mnemonic also clearly demonstrates
the probiem with sequentially assigned codes. The mnemonic does not provide any clues
to the analyst as to its meaning, making a reference list né_eéssabj at all times.

When assigning mnemonic codes, the analyst rieeds to reserve one from/to and
several signal mnemonic codes for special use. The from/to code should be used to

2t a AT s SRR IR Y F o L o GRS
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ASSEMBLY MNEMONICS - : @

MNEMONIC - . - ASSEMBLY §
————e . (-3

°

AAA : ANALOG AMPLIFIER CIRCUIT CARD ASSY
- AAB ' FREQUENCY SYNTHESIZER ASSY
DIGITAL DECODER ASSY

SIGNAL MNEMONICS }

AAAA o : MASTER 10 MHz CLOCK
AAAB A . | ' HIGH SPEED SELECT LOGIC
AAAC ' ' ' ’
AAAD
AAAE
AAAF

S~ _Aac

Figure 15. Example of Mnemonic Assignment Lists
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identify sources and destinations which are outside the equipment under analysis. This '

allows the fundamental inputs and outputs to be recognized throughout the analysis. The

special use signal mnemonics are used to identily digital bus lines.
The digital bus represents a special case where a signal can have multiple sources.
In order to provide traceability within the analysis, a special code is assigned to each bus
structure, and a separate list of bus attachment points is maintaired. This separate list
| is then used to provide the needed traceability. '

Once the mnemonics necessary for the fundamental inputs and outputs have been
assigned, the analyst can begin developing the failure mode lists which will be needed in

developing high level matrices for the analysis. These are the Failure Mode to Operating .
Mode by Effect matrix and the Failure Mode to Operating Mode by 'Severity matrix.

6.3.2.5 Failure Effects Lists
The development of the initial, high-l'eveL FMEA requires that potential failure

effects for the equipment/system outputs be identified. The failure effects which are
possible at the top level will be largely dependent on the type of equipment under

analysis and the nature of the output.

The analyst should develop a failure effect listing whxch is peculmr to the
equipment being analyzed and relevant to the identified outputs by sxgnal type. The
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analyst will need to take extreme care in the development of the failure effect list to -
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ensure completeness while minimizing duplication. Figure 16 provides a standardized
listing of signal failure effects by signal type The failure effects list shown is general
and should not be considered all 1nclusxve at the top level of analysxs. The failure modes
and effects should be consndered as based on the previously developed specxficatxon
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except where the meaning is vyell defined. The failure mode "open" is self explanatory.
A failure mode "distorted" needs to be defined in the specification as a universal -
. meaning for the mode does not exist,
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SHORT 3 S s
OPEN OR DISCONNFCTED o o o'
NC OUTPUT OR MISSING N N N N _
WEAK OR LOW OUTPUT L L . L -
OUTPUT LEVEL HIGH H H H iy
™~
ACTIVATES/DEACTIVATES e
AT WRONG TiME T T T T T T G
l""
ERRATIC OUTPUT E E E € E Vs
OSCILLATES R o
INCORRECT FREQUENCY F A
ey
DISTORTED D «f;
N
STUCK-HIGE  (ON) 1 1 1 ::"E
STUCK-LOW  (OFF) .0 0 0 *'
STUCK AT HIGH IMPEDANCE 2 'z Ry
XS
INCORRECT WORD ON BUS w L
PATTERN (XX.......X) ON'BUS P ?.:-;?‘
Figure 16. Standard Failure Effects List L
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6.3.2.6 Development of the Top-Level Matrices
The final step in the very early FMEA activity is the preparation of the two £~
_ top-evel FMEA matrices. This step can be accomplished once a detailed knowledge of (2 '
the hardware's intended function is available but prior to any de hardware design. ‘, .
! ' ‘ . A
- Top-Level Block Diagram - The first essential step in the development of the top-level \‘;
, L VT
matrices is *he top-level block diagram. The top-level block di is simply the
pxctonal representation of the total FMEA workup *o this point in the analysis. = 5
. N
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Figure 17 provides a general example which éan be used on any system/ equipment. The
top-level block diagram uses only the direct signal mnemonic when iliitially prepared.
Adequate room should be left on the diagram for the addition of from and to informaticn
when the information becomes available later in the design program. '

Failure Mode to Operating Modes by Effect Matrix (FMOMEM) - This matrix is one of

the two top-level FMEA matrices. The FMOMEM displays the relationship between the
ultimate failure modes of the defined fundamental outputs and the effect on the defined

»
N
DEFINED : DEFINED 8
FUNDAMENTAL FUNDAMENTAL %
INPUTS - } OUTPUTS N
AAAA . _ BAAA
AAAB ' BAAB
gamen |
AAAC i UNDER | BAAC
, ANALYSIS :
AAAD . ' " | BAAC
[ ) [ ]
® 9.
® ®
‘AAAX L BAAX [ )

Figure 17. TopLevel Block Diagram
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operational modes. The matrix construetion is unique to the two top-level matrices as

the input signals to the equipmént and any component parts are not used in the formation
of the top-level matrices. The appropriate input signals are used in ail other matrices.
The purpose of the two top~level matrices is tc provide for ultimate failure effects and
for criticality calculation. The FMOMEM is usually created using only *he defined
output signal mnemonics. The addition of the "from" part of the signal mnemomc should
be accomplished once the necessary information becomes available.
Figure 18 provides an example of the form of a F'MOMEM. It should be noted that
the mnemonics for the various defmed outputs are used on an actusl FMOMEM and that
‘the various failure effects are represented by their single alphanumeric codes.

2. FAILURE IS NOT GENERALLY DETECTED BUT....
N. MAY NOT ALWAYS BE CRITICAL

- o~ ™ < Z
u w W w w
a o |l ol a o
o o | ol o o
] = | =] 3 s
4] (L) (L]
2|1 2212]|2 )
- - = =
< | < |l<|5|% b3
@ 4 4 4 4 s
& - O 2 &
ol olo| o o [
OUTPUT 1 FAILUREMODE 1 | 1 1
FAILUREMOGDE 2 | 2
FAILURE MODEN] 1
OUTPUT 2 . FAILURE MODE 1 3 2
FAILURE MODE 2 1
. FAILURE MODE N
| outPUT 3 FAILURE MODE 1 5 3
: ' FAILURE MODE 2 5 4
FAILURE MODE N -5
OUTPUT N FAILURE MODE 1 1 1 1 5
' FAILURE MODE 2 1 1 1
FAILURE MODE N 4 ) N
REMARKS: 1. CAN 8E COMPENSATED FORBY.....

Figure 18. Failure Mode to Operating Mode by Effect Matrix (FMOMEM) Example
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The single digit codes used thhm the sample matrix have the fouowmg mavs 1gs.

1. The failure causes a complete loss of oparating mode. |

2. The failure severely degrades the cperating mode.

3. The failure causes the operating. modes to be degraded slightly - the failure can

‘be compensated for or the degradatlon is so slight that the condition is
tolerable. - '

4. The failure will ceuse damage to system, aquipment, or related system

elements. The operating mode is also completely inoperative. v

5. The failure is an indicator failure. It will be noticed by. the operator but does '

not in and of itself represent a loss of equipment function.

The top-ievel matxfixéah aise be used to key in commentary or explanatory
matericl which cannot easily be contained within a matrix technique. The information’
contained in the FMOMEM should all be available prior to the beginning of detailed
design. The necessary mformatxon is dependent on the analyst possessing a thorough
understanding of the intended purpose and functioning of the proposed equipment.
Additionally, the analyst will need a complete knowledge of the system intc which the
equipment under analysis wnll be mtegrated. It should be noted that indicators and test
points are outputs.

Failure Mode to Operating Mode by Severity Matrix (FMOMSM) - This is the second
' top-level matrix which needs to be developed by the anslyst to support the ongoing

FMEA. If criticality and severity information is not required, this matrix is optional.
The FMOMSM duplicates the FMOMEM (Figure H) in structure except that the severity
class is used to complete the matrix rather than the failure effects codes. The seventy
numbers which are used within the matrix have the following meanug

1. Catastrophic - A failure which may cause death or weapon system loss

2. Critical . = A'failure which inay cause severe injury, major property .

damage, or major system damage which will resuit in mission

_ . . loss : : .
3. Marginal - A failure which may cause minor injury, minor property
o damage or minor system damage or which will result in delay
or loss of availability or missior: degradation ’
4. Minor = A failure not serious enough to cause injury, property
' ' damage, or system damége, but which will result in
e unscheduled maintenance or repair.
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The séverity classification detinitions are taken dxrectl y from MIL-3TD-1629A and
thus are consistent with MIL-STD-882. These basic categones are usually used without
change. The analyst has the ability to add severity categories between the listed
categories to help refine the process but this should not gene.'slly be reqguired.

The completion of the two high-level matrices concludes the assemtlage of
fundamental FMEA data. The data vhich has been assembled hp to this point provides a
complete and coherent picture of the basic system structure under which the equipment
will be designed and under which the FMEA will be performed. The information which
has been assembled is, however, independent of a hardware specific design. This
top-ievel material is now to be used m several ways: |

.@  Design guidelines - If the FMEA has been started as a part of a new design
process, design guidelines providihg guidance as to
possible critical design failures, although optional,
should be issued. The design Aguidelines will usually be
restricted to safety concerns at this point by necessity
¢ Revised FMEA - The original FMEA Planning can now be finalized.
planning ' The analyst should be able to determine which areas of
the proposed equipment will require' in-depth analysis
. with respect to the originel planning
e Controlling the - Since the FMEA needs to continue in step with the
ongoing FMEA design program, it will often be necessary to assign
multiple analysts *c the FMEA. The top-level FMEA
materig] provides a consistent baseline for all analysts.
A central control over mnemonic use will still be
‘needed, however. If additional personnel are required
for the ansalysis, they can be asslgned at this pomt.
6.3.2.7 Initial Activity Completicn

| The ir\itial FM EA activity is complete with the preparation and release of design
guidelines anc ~evision of the FMEA planning as requxred The compietion of the initial
FMEA activity can ocecur \iery early in « program, eften as early as the end of the
validation program phase. 1%is allows the results of the initial FMEA activity to be
available for review prior tc the start of full-scale engineering development. On _ ' .
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' Government procurements, the mmal FMEA activity should be required for rev:ew ina
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time frame.concurrent with any preliminary design review or with a separate FMEA

conference when appropriate.

6.3.3 INTERMEDIATE FMEA ACTIVITY

Intermediate or block diagram level FMEA activity can begin as scon as the initiai
FMEA activity has been completed and the Jesign of ha.dware has cominenced. This
wsuell'y occurs at approximately a Preliminary Design Review time frame but can occur
as early as' the start of Full-Scale Engineering Development. The intermediate level and
Jetail levels (piece-part) qf FMEA activity usually oceur in tandem. This is due to the
{~irerent differences in the rate of design progress for different ereas of the circuitry.

% 1iie some parts of the circuitry have been defined to the piece-part lev=l, other parts
of the circuitry under development will only have been designed to a block diagram level
of detail.

 The analysis should proceed at the level of detaxl which is available for a given
section of the design. This often requires that several analysts be assigned to the FMEA
curing the intermediate and detail levels of analysis due to the volume of design
mformatlon being developed. It is important that the analysxs keep pace with the desxgn
progress so that a maximum benefit is obtained from the analysis.

The intermediate level of FMEA analysis has several purposes. The intermediate
‘analy;is is used to evaluate eduipment reliability potential, safety characteristics, and
the safety and testability adequacy of the design. The basic activities whichvare a part
of the intermediate level of FMEA activity are shown in Figure 19. The results of the
initial FMEA activity, along with an expended mnemonies list &nd a revised or reviewed
failure modes/effects list are used to allow the development.of an intermediate level
FMEA matrix analysis. The analysis then allows prelimirary evaluations of test boint,

and built-in-test adequacy to be performed. A&ditionally, a preliminary identification of

severity classification 1 and 2 failures can be made and a revised ( more directed) set of
design guidelines can be issued. The evaluations are oreliminary at the intermediate '
level of detail; however, most design problems will become apparent at this level of
detail and can be resolved prior to the start of piece‘part design.

&
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Figure 19. Intermediate FMEA Activity

6.3.3.1 Mnemoniés

" The assxgnment of mnemonics wm continue throughout the period of intermediate
FMEA actmty. As each subdivision of the developing hardware structure is identified, it

should be assigned a mnemonic which will serve as its reference throughout the analysw. :

Similarly, the sxg'nals which are identified should be assigned a mnemonie reference as

early as possmle.
If more than one analyst is being used to perform the FMEA, one of the analysts

wnll need to be assigned the responsibility of assigning or issuing mnemonics for all of the '

FMEA activity. It will be necessary to limit the asslgnment responsnbnhty to one
individual to prevent vdup,hcation of mnemonic assignment. It is relatxvely easy to end_' up
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with either two mnemonics assigned to one signal or assembly or to assign one mnemonic
toA two assemblies or signals. The accurate assignment cf mnemonics is crucial to
assuring the traceability of the FMEA information which is developed. The mnemonics
are used to provide the means of tracing from the output of one assembly to the irput of
the assembly at the next highest level of indenture. '

The assignment of mnemonics is genrerally concluded as a part of the intermediate

IR |

FMEA activity. All hardware subdivisions and interface signals are usually identified
prior to the start of detailed, pie’ce-bart design. It is often necessary, however, to assign

d

at least some mnem'onics fairly late in the design process due to ciicuitry changes which
occur as the result of testing and perhaps the FMEA itself.

6.3.3.2 Signal Failure Modes/Effects

The signal failure modes/ef‘ects which were previously established during the
initial FMEA phase shouid be reviewed ‘or adequacy and revised as needed to allow the
analysis to proceed. The number of changes which are nacessary at this noint will
depend on the specific equipment and analyst. Normally very few changes should be
required. Often, the entire analysis can be performed without modifying the standard
list (given in Figure 16). o '

The use of the standard signal failure modes gennrally over-identifies the number
of failure modes which are actually possible in the finished design. As design detail

' becomes available some of the failure modes will be excluded as a function of the design
methodology used. This is not a drawback as it allows the analyst to identify those
failure modes which have the potential for contributing to catastrophic failures vevy

- éarly in the design process. This can allow the failure mode to be deliberately qegigned
out. It is necessary, howev)er, for the analyst to review the develcped matrjk analysis, as

the level of design detail increases, and to remove those modes of failure which have ‘ ;3
been designed out of the equipment at lower levels, from the higher level analyses. 3

' s D 5
'6.3.3.3 Intermediate Matrix Anulysis Development B!
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After the development of adequate r,nnembnicsvand signal Vfailure modes to éuppbrt
the analysis of a given section of circuitry, the analyst can begin to Gevelop the
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intermediate level matrix. The matrix analysis at the intermediate level is an iterative

'{. .‘
AAFILR AT,

P

analysis. The matrix can be expected to undergo a considerable amount of change due to

the results of the analysis and the ongoing design process. It will ordinarily be necessary

£

to modify the test point and built-in-test information as the analyst helps guide the E;::
design toward providing an adequate diagnostic capability with a minimum of ambiguity. %)

Intermediate Matrix Structure - The basic construction of the matrix at the intermediate

ey
\'5 ._jw
RS

level is shown in Figure 20. The example matrix shown is based on the block diagram
shown in Figure 21. This matrix is similar in structure to the example metrix of Figure
7. The most significant change is the replacemént of the piece-parts along one side of
the matrix with eircuitry block designators. In practice, when performing a matrix
FMEA of this type by hand it is advisable to use one matrix to contain both the
piece-part and block diagram levels of detail. This keeps the analyst from having to -

SRl A

develop and complete a separate matrix form at each level of analysis. When using the
automated technique, the block diagram level of detail matrix is gradually replaced by

I R Rt 50 Ui

the piece-part level of detail matrix as the design detail becomes available. - .L.:

| | i
Intermediate Matrix Completion - The analyst completes the intermediate level FMEA Lﬂ
matrix by analyzing the proposed design approach to determine the effect of each failure )

mode of an incoming signal or cireuitry block on the subassembly outputs. The analyst
then places the letter code representing the appropriate failure effect at the
inter'sectionI point of the failure mode and the appropriate output. "hig processis
continued until all the incoming signals ard eircuit blocks have been analyzed for all
potential failure modes and the appropriate failure effects have been logged against the

“effected outputs. The analyst' must also enter the effect of the failure on any
apprdpriate identified test points as a part of the analysis. Additionally, if the failure
could be expected to activate any built-in-test momtors which are a part of the circuitry
of the subagsembly under analysis, the built-in-test column of the matrix should have a
"Y" entered. If the failure being analyzed has a severity effect above a classification of
4, at this assembly level, the severity column should be completed with the appl?opriate
severity level number. When remarks are necessary, a reference number to the

appropriate commeiit should be merked and the comment included below the matrix.
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Figure 20. Example Intermediate Level Matrix
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 Figure 20, Example Intermediate Level Matrix (Continued)
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. i P5 s,
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ST ANALOG : il
D 1
XCOATDS ' ANALOG OUTPUT AIRS RTF
AMP CONTROL . TP1 o er
) SWITCH a N
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DCF ACLO Ry
DCF ACL1 - P.;ﬁ'_i.}
DCFA ‘ : TD RTF
DCFA , IATORTF
- TP2
I TPG
' TPDS DLA
DCF ACL4 TP3 -
TP7
DCF ACLS ,
lLoaic
CONTROLLED | ATOD ORQ
RECTIFIER ) TPa
BDC-05
IATD — INVERSE ANALOG THRESHOLD DRIVE SIGNAL (ANALOG)
TPDS — THRESHOLD PEAK DETECT SIGNAL (ANALOS)
ATDD —~ ANALOG THRESHOLD DRIVE D.C. EQUIVALENT (ANALOG)
Figure 21. Example of Intermediate-Levei Block Diagram
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Test Point Evaluation - The analyst fills in the effects on identified test points as a
part of the development of the intermediat<e level matrix. These ¢[fects are not

necessarily the same as the effects on the appropriat. circuit outputs. The analyst
should enter the effect as it is seen at the test point, not the effect on the measured

signal. The analyst must consider test point effects with some eare. A failure which o
. LI

changes a test point to a value which- may be within the range of measurement variance b

for the equipment population, or for the test equipment which will be used, should be '

considered as having no effect. Basically, the analyst should enter test point {ailure
effects with respect to the expected ability of a technician in the field tolocate a

failure using readily available test equipment on the basis of the symptoms available at ,:".
the test points. The skill levels of the expected 6perators and maintenance personnel t
should be considered in all cases. This results in a somewhat subjective evaluation being

performed; however, a partially subjective analysis is preferable to identifying test point
effects which cannot be actually detected in the field use environment.

Buiit-In-Test - The built-in-test (BIT) column of the matrix should be marked with
a"Y" if the failure mode being analyzed activates a built-in-test monitor circuit on this
subassembly. The BIT column should be left blank if the failure is not detected by
built-in-test or if the built-in-test detection occurs at some other hardware level of
mdenture. Tms will allow a complete pncture of the overall diagnostic capabitity of the
buxlt-m-test cu‘cuxts to be developed. When the built-in-test information is combined
with the test point information, a complete evaluation of the diagnostic adequecy of the
design is possibie. ‘ '

Failure Severuty - The analyst should judge the effects of the failure being
analyzed for severity class. If the faiiure causes an effect with a severity classification
of 1, 2, or 3, then the analyst should enter that severity classification number at the:
junction of the SEVERITY column and the appropriate failure mode row.- A failure
sevérity classification of 4 is ordinarily considered a defauit and need not be entere@ _
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6.3.3.4 Intermediate Analysis Qutputs

The intermediate level of FMEA anaiysis can Lie used for several purposes. The

basic¢ reliability characteristics of the equipment can be defined at the intermediate < f;j |
analysis 12vel. The analyst can alsc identify the sources of potentially catastrophic 3
failures at an early enough design stage to ellow identified problems to be easily resolved =
without increasing design costs or impucting schedules. Iritial evaluations of test point .j.:’-j |
and built-in-test adequacy are also possible at the intermediate level of analysis. ' 'ié
| |
e

Matrix Outputs - The eompleted intermediate level matrices yield a reasonably complete
assessmen: of the equipment reliability potential. The analyst shculd be able to

ascertain which low-level failure mcdes produce significart failure effects and which

low-level failure modes do not have significant reliability iinpact. This will help assure '
that the re'iability of the equipment is correctly evaluated and that a best case design
_tradeoff is obtained. It is usually not possible to exactly quantify the reliability of the
equipment under analysis 'at this stage as the needed piece-part detail may not be
available. The intermediate analysis wiil provide the necessary information for

reliability evaluation to proceed once reliability calculations can be achieved at the
component level. It'ls not usuelly necessary to extend the FMEA i*self to a piece-part - :-' {::_,
level of detail to assure correct reliability evaluation. ' }
. AR .
Test Point and Indicator Adequacy Assessment - The adequacy of equipment test points . Sl
and indicators can be evaluated at the intermediate level of FMEA analysis. The : '
evaluation is somewhat subjective and is only valid in assessing adequacy with respect to - é‘j" '
the flight line and intermediate levels of maintenance. This is net usually a drawbéck as ' &'Q
deoot technicians tend to have specialized test equipmeht available which will not be W .‘
defmed as earl, y in a program as an FMEA is performed. Thus, accurate depot level test _,
pomt assessment is usually difficuit or impossible during an FMEA. If the FMEA is not . "';‘J- .
going to be performed at the piece-part level of detail, the anaiyst should follow the , f, A
procedure given for the test point adequacy assessment under Section 6.3. 4.3, detailed : l
analysns. L oo ' , ' | ',_,:.5 Y
| i
. : : . Fai
Buntlt-In-Test Evaluation - The numericel evaluation of built-in-test adequacy proceeds in ,_:‘h
a manner which duplicates that given under the detailed analysis Section 6.3.4.2. The
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analyst proceeds as though performing the full-scale analysis except that the level of
detail of the rehabnht y calculations is less than optimum and thus the overail conﬁdence __
in the calculation accuracy is reduced. Th= block diagram results are, however, B

adequate for almost all programs.

Criticélity Analysis - Criticality calculations can proceed in aceordance with the i
MIL-STD-1629A requirements for the detailed analysis (Section 6.3.4.3). The level of . "
detail accuracy is reduced somewhat but should be completely adéquate for most 2
programs. If the analysis has not identified any severity category 1 or 2 failures, the
analyst should ecnsider eliminating criticality calculations from the analysis outputs.
The exercise would be largely non-productive if no catastrophie failure modes have been
1dent1fied

Design Guijdelines - As the analyst completes the analysis of each successive equipment
subsection he should revise the design guidelines which were produced Juring the ’nitfal
FMEA activity to assure that the necessary guidance to identify and eliminate any

potentially catastrophic fanlures is included. This sometimes requires that guidelines be T
developed which are peculiar to each assembly or subassembly. The update to the design .
g'mdelma should occur even when the analysis is not going to progress below tie P‘ .
intermediate level ;.L.,.

2% -
s

6.3.3.5 Completion of Intermediate FMEA Analysis ‘
' K88

3

Once the intermediate FMZA is completed, the analyst should evaluate the

necessity to proceed to the piece-part level of detail. Even in equipment with numerous i-'
catastrophic failure modes, it should only be necessary to analyze those sections of the -
equipment which have been identified as contributors to the. camtmphie failures, to the . | e
piece-part level of détail. Almost all the potential benefits of the FMEA process can be 3
obtained at the intermgdiate level of analysis while keeping the cost of the analysis | o

" much lower. There is, however, probably no effective way to keep the PMB_A level of ,
detail above the detailed block diagram level without sacrificing significant benefits | =R
from the analysis. ' "
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6.3.4 DETAIL LEVEL FMEA ACTIVITY

Once the block diagram or intermediate level of analysis is compiete for an
assembly and the necessary design detail is available, the analysis can be performed at
the detail or piece~part level. The jetail level of analysis is the most accurate and
thorough FMEA which can be perforraed. This level of detail requires a sig‘nificant
expenditure in both time and cost to complete. The level of detail involved in piece~part
level analysis is necessary in cases where the pntential for catastrophic failure modes .
exists. However, the analyst should carefully consider the benefits to be gained before
expending the effort re'quired to perform piece~part analysis.

When piece-part analysis is required, it may be advantageous to assign the task to
the cognizant design engineer for the piece-part detail. The circuit designer is usually
the individual with the g‘reatest working understanding of the circuit under analysis, thus
rninimizing the labor expenditure required to complete the analysis. When the cireuit
designer is assigned to perform the piece-part level or detail FMEA, he will normally
require the assistance of a knowledgeable specialty engineer. The use of circuit design
engineers to assist in tae piece-part level FMEA is especially attractive when using the
automated tool. The automation package helps to minimize the clerical impact which .

. has traditionally been associated with the analysis. '

6.3.4.1 Detail Level Matrix Development

The detail matrix analysxs is performed on assemblies and submemblies once the
necessary level of design detail is available. 'l‘he analysis is performed separately on
each subsection of the equipment, allowing the analysis to remain in phase with the
equipment desxg'n at all tlmes.

The analyst needs to carefully consider the hardware breakdown structure being
utilized for the analysis. ‘The structural breakdown used for FMEA purposes should
duplicate the physical hardware structure whenever possible. When the physical
hardware strnctures are too large or complex to be analyzed as a single unit, alternative
analysis structuring schemes can be used. In all cases, the analyst should ensure that the °
selected structures do not eross physical hardware partitions. An FMEA breakdown
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structure which crosses hardware partitions, such as a structure which consists of
circuitry which is contained partially on two cards, prohibits accurate test point analysis
for maintainability use within the technique.

Detail Matrix Structure - The structure of the matrix used for cetailed level analysis
exactly duplicates that shown in Figure 7. The top of the matrix is formed by the .
' substructure outputs, test points, indicators, BIT detected, comment, severity, failure
rate, and failure mode percentage columns. The side of the matrix is formed by the
substructure inputs, parts, and their appropriate failure modes. It is sometimes desirable
to include parts detail, where needed, on tie same forms used for intermediate level
analysis. This is an acceptable practice; however, the analyses are separate and should
not be allowed to influence each other. The analysis at each level should be an exercise
in inductive logic. The inclusion of parts level detail on the same form as block diagram
level information is not advantageaus or possible when using the automation package.

' Detailed Matrix Completion ~ The matrix is completed in thé same lilanner as was used

for the intermediate level FMEA matrix. The analyst examines the finished design for
the effect of each possible failure of each input signal and each part on the outputs of
the assembly being analyzed. The eflcct code which is representative of the effect of
the failure is then entered at the intersection of the affected output signal and the
failure mode being analyzed. The analyst also enters the appropriate effect code under
any effected test points, indicates built-in-test activation if appropriate, indicates
failure severity (if greater than 4), provides a numeric key to any needed com:ﬁents, and
enters the appropriate part failure rate and mode percentage. The appropriate part _ |
failure rates should be calculated in accordance with MIL-HDBK-217. Input signals are }
assigned a failure rate of iero as the failure rate associated with the fundamental cause
of any input signal failure would be assessed'on the assembly where the failure occurred.
The fundamental mputs can be assigned a fallure rate, which is appropriate, as no
information on the rate of failure cause is available within the FMEA.

Component Failure Modes - The potential effects of the various component failure
modes on the circuit being analyzed need to be assessed and recorded within the matrix.

Each of the individual component failure modes can potentially have a different effect
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on the circuit outputs. Also, the various failure modes can have a different rate of
occurrence, which will imnact criticality calculations. The relati\ie_ frequency of
occurrence of the various possible component failure modes can also be expected to vary
with tie anticipated environmental exposure for the equipment. The analyst performing
a piece-part level analysis should use sources o component failure mode data which
correspond to the‘type of equipment under analysis when such sources &re available.
~ When this information is not available to the analyst, the failure mode treatment of the
following paragraphs is suggested. '

Two Terminal Devices - The failure modes of two terminal devices can be
limited to the treatment of open and shorted devices. While this does.nu. represent all

possible failure modes for the wide variety of devices available, it does allow the most
common, and catastrophic failures to be analyzed. The failure modes being considered
‘have been limited to short and open with each failure mode being asse‘sséd a percentage
of 30 percent. Less common failure modes, such as tolerance drift, are ‘more properly a
part of a worst case analysis. ‘

Relays ~ The failure modes to be considered for relays are cﬁnstrained to
analysis of a coil open condition, a coil shorted condition, and stuck open and stuck
closed for each of the discrete contact set. Combined failure moder +hich would involve
contacts which become electrically conductive to the relay coil or to other relay contact
sets should be,coxisidered too unlikely to require analysis. The failure mode probabilities
. should be assessed as 50 percent coil failures and the remaining fifty peréent equally
assigned between the contact sets. ' ' |

'Connectors - Connectors are not assesSed failure modes as a pért of the

" advanced nmatrix technique. The individual signals which pass through the connecltor'will
have numerous failure effects associated with them, including shorts and opens. The
mode of failure during operation which is dominant for connectors fs one nf an open
connection. Since the impact of the open connection will have already been assessed as

a function of the failure mode open for the relevant signal, there is no reason to
duplicate the analysis for the connector. There is one type of induced failure associated
with connectors which is not mcluded in FMFA using the advanced matrix technique. Bent
connector pins which short to ad]acent pms are not considered. This type of failure,
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which is induced by maintenance' instead of being caused by component breakdown,
results in effects which can violate the signal paths designed into the system under |
analysis. This results in failure effects which are not traceable using the advanced -
matrix technique. The analysis of bent connector pins can be handled as a separate, '
tabular, FMEA. ' ‘

Discrete Semiconductors - Transistors are assessed failure modes on the basis
of shorts and opens between the device terminals. The common transistor would be )
assessed-the failure modes of shorted B-E, open B~E, shorted B-C, open B~C, shorted
C-E, and open C-E. Other multi-terminal semiconductor devices shohld be assessed open
and short conditions which are appropriate for the specifie device. B

Microeircuits - The broad category of components which comprises .
microcircuits requires a specialized treatment. The approach is to assess the impact of
potential failures as accurately as possible without attempting to assess .;o many cases as '
_to extend the analysis unreasonably. The microcircﬁits al;e considered to belongl to one
of four basic categories with respect to the FMEA piece-part analysis. "I-‘he categories
are the discrete digx‘tal function devices, discrete analog devices, the bus structured
devices, and the microcomputer functional devices.

The discrete digital function devices are those microeircuits which provide a
discrete digital functional output on a pin.. Devices which are a part of this grouping
include NAND gates, AND gates, OR gates, flip flops, ete. These devices should be
assessed for stuck at zero, and stuck at one failures at each function output pin.
Devices which are three state logic should also be assessed for stuck at high impedance
failures. The failure mode percentages should be assumed to be evenly distributed unless
the analyst has a source of tailure mode data for the part being analyzed which mdxcates
a different distribution.

The discrete analog devices include all analog functnons mcludmg the DtoA.
converter. Devices which are a part of this grouping include operational ampllfiers, o !
three terminal regulators, volta'ge comparators, DtoA conVerters,' and speciglizpd or
custom microcircuits which produce a discrete analog output. The failure modes which-
should be assessed with respect to the analog discrete devices are stuck at high output

| limit and stuck at low output limit. The devices would be assumed to acquire the value
of the appropriate incoming power supply limit. 'l’he two failure modes can be assumed
to be equally likely for computing failure mode probabllities.

106

R "?.‘;f' “""*"””ﬂ&"‘w‘:ﬁ;.f’,i‘;‘.{{»{’{-?i" a-ﬁ?-' £ "-i,i b4 £I€‘i"l "Q'Ifl;-..,,'ia{s";,‘}‘&s.-{ n's.sw.u:-xﬁvmm- -




g
= 5

Fam
Prai Vb

The bus structured mxcrocxrcuxts incInde those digital microcircuits whose outpu;s

‘rr
ety

are functionally related to one another. These are devices where a failure can be
~ reasonably expected to effect more than one pin at a time in at least some cases. The

S

output pins of such devices must be treated as a functional entity. These devices are

‘l.'

assessed the failure modes of incorrect word output and each discrete output pin stuck at

one, stuck at zero, and for three state devices, stuck at high impedance.

Microcomputer functional devices are generally assessed as a part of a
'microcomputer system structure and not at the piece-part level. The devices which are
included in this eiassification include microprocessors, microcomputers, RAMs, ROMs,
peripheral interface édapters, ete. When such devices are used outside of a
microprocessor or microcomputer structure they should be treated as bus structured
microcircuits. When uséd'in the context of a microprocessing structure they should not |
be assessed at the plece-part level due to the number of possible states which must be
analyzed.

| Microcomputer and Moderr{ Digital Architectures - The complexity of the modern
digital circuitry represeﬁt's a significant challenge to the ability to perform FMEA. The
complexity of modern digital piece parts can exce'ed that of entire systems which were
produced under older technologies. ‘The ability to analyze this circuitry at the piece part
. level is constraine- by the tremendous number of individual failures which may have to

~ be considered. A modern microprocessor architecture provides an illustration.
As an example a sample microprocessor application based on the 8080A is
considered in Figure 22. | ‘
The complexxty of assessmg microprocessor and support cu'cuxtry failure modes is
~ evident. . Within the system shown several broad categories of fmlures are possible which
effect the total system operation:
Microprocessor failures
System eontroner fanlures
Memory failures (ROM or RAM)
Interrupt circuitry errors
- 1/0 errors .

Timing and clock errors

If we consider some of the possible types of fallures, some concept of the problem
can be gained. Failures of any mxcrocxrcult connected to the address bus can cause any
one of 65,536 failure conditions (2 for a 16 bit-wide bus structure). Similarly, failures
b on the control bus provnde another 26 possible condltions, while the data bus
= : . S 107
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can provide another 28 possibilities. Each of the possible econditions must be analyzed
with respect to microprocessor state and software and to the state of circuitryfexternal
to the mxcroprocessor system. ‘

The method of handling mxcroprocessor ‘based equipment which is used mthm the
standardized technique relies on a higher level of treatment of the output. Consider that
the 8080 is an eight-bit microprocessor, which is small by the current industry
standards. The implementation of 16- and 32-bit architecture processors has begun. The
assessment of failure condition for a 32-bit bus structure requires that approximately
four billion possible states be examined. This is clearly outside the realm of reasonable
possibility, yet 32-bit archltecturec are hkely to become very common in military
hardware which is developed in the next ten years.

The method of handling microprocessor type failures within the advanced matrix "
technique is to analyze the failure possibilities ata higher level of analysis. The
mierocomputer structure failure is dealt with at the outputs of the system structure.
The entire microprocessor or microcomputer subsystem is treated as though it were one
component piece-part of the bus structured type. The bus is then assumed to have the
failure modes of wrong word on the output bus and of each individual lme stuck-at-zero,
stuck-at-one, and for tri-state devices, stuck-at-hxgh impedance.

‘Software FMEA is a relatively new analysxs and is not yet well defined in technique
or application. The methods necessary to allow software FMEA are expected to be
developed over the next several years as software and firmware based systems become -
more prevalent. The Advanced Ma’trix Technique does not provide a methodology for
software analysis. Microprocessor based systems are analyzed at a level above piece
part analysis.. This method, while not assessing the probability of software induced
failure effects, should at least allow identification of 'the'potential of some '

- hardware/software failure mix causing a catastrophic failure effect when such an effect

is possible. The degree of control over the potential failure and the probability of the

6.3.4.2 Built-In-Test Assessment

The developmeht of built-in-lest information is possible as part of the FMEA
process; however, this isa somewhat tedious process using manual methods. The
development of this information, uIing the automated aid described in Section 7, is
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The analyst should pegin the BIT analysis effort by completing a form similar to
that shown in Figure 23 for each assemply and subassembly in the FMEA. The form lists
the circuit designator of each potential failed component along with ‘the failure mode,

- component failure rate, and appropriate mode rate percentage. The previously

completed FMEA matrix is then referenced to determine whether the failure is BIT
detected or not. For most components this is simply extracted from the assembly
matrix. Some component failures, though, will require that the analyst trace the {auure
upward through the hardware indentured matrices to determine where or if BIT detectlon
oceurs. ,

Once the assembly level forms are completed, the analyst should complete a
system summary level form similar to that shown in Figure 24. The completion of the
summary level form will provide a comprehensive picture of the eftectiveness of the
designed-in-test capabilities of the equipment under analysis.

The BIT analysis can be performed at either the intermediate or detailed levels of
analysis. For intermediate level analysis, circuitry block failures are used instead of )
components. The numerical results will probably be somewhat less accurate at the
intermediate level of analysis; however, the potential for influencing the ongoing design
is enhanced during the period of a design program when piece-part level desngn is not yet
completed. '

6.3.4.3 Criticality Analysis

The advanced matrix techhique provides no particular advantage over tabular
methods for the developmeh't of criticality numbers, category 1 and 2 failure modes lists,
or any other single pomt failure lists wmch may be demanded in an FMEA specit’led
under contract. The analyst should prepare the contractually neceasary iists in
accordance with the relevant paragraphs of MIL-STD-1629A. Serious consideration .
should be given to the use of at least someé automated aids for the necessary - ‘

informational sorts. When these separate lists are contractually required, they should be -

~ performed as the last item in'the FMEA activity. -
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ASSEMBLY BUILT-IN-TEST INFORMATION

*

«,,
t'v P
A

3 %4

X,

. d1€-6282Y
v/

ASSY: DATE:

. CIRCUIT FAILURE FAILURE MODE . DETECTED DETECTED
DESIGNATOR MODE RATE PERCENTAGE FAILURE RATE AT

. ) R
ASSY FAILURE RATE TOTAL - o ol hnd

. ) ) ‘ . . L3S
BIT EFFECTIVENESS (TOTAL OETESTEDFAL ): ' v FIND

Figure 23. Sample Assembly Built-in-Test Information Forn: .
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6.3.4.4 Test Point and Indicator Assessment

The assessment of test point and indicator adee;uacy of designs being analyzed is an
important part of the FMEA process. The matrix FMEA is particularly well struztured
to allow the necessary tracing between hardware indenture levels. But the task of
tracing out the needed information is lengthy and tedious when manual methods are
used. The automation package described in Section 7 provides a means to produce
various test point and indieator outputs which make the task of assembling the needed
information considerably le.s arduous. ‘

As a part of the Advanced Matrix FMEA de.velopment, the analyst mdlcates the
effect of the failure being considered on the test points and indicators found ut the
various levels of hardware indenture.' The information is located on several different
matrices for a typical component fi ilure, and has been developed slowly as the hardware
cesign definition has progressed.  This information on test point and indicator effects can
now be used to provide the information base and analysis criteria for several tasks. Test
point and indicator information supports an assessment of the equipment or system
.maintainability in accordance with Procedure 5 of MIL-HDBK-472. This information is.
also needed to allow the basic adequacy of the test points and indicators for operations
and maintenance use to be assessed. Additionally, the test point and indicator
information provides a direct source of troubleshooting criteria for technical manual and

training course use.

Assessment Development Cost-effective development of test point and indicator
information requxres that the analyst direct the information gathering activity to obtain
only that mformanon needed to complete the intended analysis. The analyst should
determine what mamtenance philosophy is- bemg used on'a program and how it is gomg to
" be lmplemented. Thls will allow the information gathering activities to focus on only
those test points and indicators which are actually intencled tor use by the maintenance
or operations level which is under analysis.
| Once the analyst has determined which test points and indicators are of interest,
he should develop a Test Point/Indicator Effects Summary similar to that siown in
Figure 25. The form shown in this figure shows onlv test points being considered, but
_indicators are treated exactly the same as test points and are also placed across the top
of the matrix when appropriate. The top or horizontal part of the matrix consists of all
. the test points and indicators which are associated with the maintenance level under

113,

-'a

v\\...b,

1'\_\ TNAT AT .'4".'"&‘%{_th}~¢.1‘\* oy, -,,’%" 77:; :a: a{\_:-u{ A N *-‘ )
ﬂ.éo.. i $’.-.‘a : CIAeE i i ’:

0. afy AL




Ayewnung uou«u__uc-?:_o.—.umoﬂ spdurexy ‘gz am81y

N 133443 NIUNSIS N ATGWISSY
®
[ ]

. e .
N 193443 NIVNDIS T ANBN3ISSY

°
_T133443-ZIVNDIS T AT8NISSY
N 103443 TIVNODIS T ATBN3SSVY
)

C 103443 1IVYNOIS T ANEN3SSY
1103443 TIVNDIS T AT8R3SSY

42829-33P

N INiIOd 1531

L X X J

¢ ANIOd 1534

T ANIOd LS3L

N HOLwOIION!

7 HOLVDIIONI

T YOLVIIANI

1SILNIFLING

114




' fora des:gn is an important part of the FMEA process and can have a major impact on

consideration. The matrix is then completed by trecing each failure in the
equipment/assembly/subassembly under analysis upward through the various levels of
hardware indenture to determine the effect (if any) on the test points of interest.

The completion of the matrix for test point end indicator information, while not
technically difficult, is both time consuming and tedious when manual methods are used.
Consideration shquld be given to assigning this task to a junior member of the analysis
staff. The technically difficult analysis has been completed during the'development of
the matﬁx FMEA. The test point effects summary matrix is simply a reordering of the
developed data to sllow the adequacy of the test points to be evaluated. This is a
clerical task which can be assigned to an individual of somewhat lower technical skills
than the original FMEA analyst.

Analysis Uses - After the matrix of test points has been de :loped, the analyst can begin
to assess the adequacy of the design with respect to the test points and indicators. The

analyst should judge the degree of symptom ambiguity represented by the test points and
indicators used in the design, and should produce recommendations for additional or-
changed test points where needed to minimize ambiguity for the maintenance level under

analysis. The minimization of ambiguity between failure symptomology is an important
consideration if adequate diagnostic capability is going to be designed into the hardware.
After thé adequacy of the test points has been assessed, the analyst can use the

information about remaining ambiguity to help develop maintainability analysis in

accordance with Procedure 5 of MIL-HDBK-472. The assessment of appropriate NS
maintenance times to be expected requires that the degree of ambiguity present in the ‘
diagnosties be known. Addltlonally, this ambiguity mformatlon should be used in the E:‘S’
development of technical manual and training course matenals. ‘ , fl‘*‘ ]

The overall assessment of the adequacy of the proposed test pomts and mdicators

the overall supportability of the finished design. The advanced matrix technique is - ',;«._ 3
uniquely designed to allow this assessment in a straightforward manner. This assessment f_:f:‘

" is, however, relatively time consuming and clerical in nature. The use of the automated My
FMEA tool is recommended. If manual methods must be used, the assessment should be -E‘_

minimized in scope and the actual organization of the data should be assigned to an o L]
individual of somewhat lower technical skill than the original analyst. '
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 SECTION7
AUTOMATED TECHNIQUE

7.1 INTRODUCTION

The Pailure Effects Analysis and Data Synthesis (FEADS) Program, developed as a
part of this study, is a comprehensive tool tc minimize the clerical impact on the FMEA
analyst while providing the greatest possible multi-discipline useability of the
information. The descriptions of the FMEA automation package provided within the
framework of this report will be at the summary level That is, the direct operation of
the tool as it interfaces with the analyst will be deseribed in limited detail. The primary
purpose of Section 7 is to provide an overall description of the program. Additionally,
the limiting factors of the program are discussed along with why those limits became
necessary or were initerent in the automation tec hnique selected.

7.1.1 AUTOMATION PURPOSE

The FEADS program developed during the FMEA study is specifically designed to
be an accompaniment to the Advanced Matrix Technique described in the previous
section. The FEADS program allows an easy means of data storage while providing a
standardized method for documentmg and reproducing FMEA results produced usirc the
advanced matrix. technique. Additionally, the computer aid allows a rigid
standardization of the output 1cports of the FMEA process without requiring additional
effort on the part of the analyst. The FEADS automation package aiso provides for ease
of updating"FMEA results in response to design changes.

7.1.2 AUTOMATION DEVELOPMENT GROUNDRULES AND ASSUMP‘I‘IONS

As a part of the automation development process a set of groundrules and
assumptions were established for the FEADS program. These groundrules were followed
as closely as the automation process permitted. Speciflc initial gmundmlea inciuded the
following. :
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7.1.2.1 Fortran Based

The FEADS program was written exclusively in FORTRAN. The FORTRAN
language useage was required under contract. This restriction was, however, extended to
assume that any version-specific or machine-specific FORTRAN options needed to be
avoided to the maximum extent practical while allowing for a cost-effective program
development. Where possibie, all routines were written in non-version-specific

'FORTRAN code. The program does use some machine based, non-FORTRAN-based
routines. These have been limited to routines which should be common to all computer

- faciliiies,_such as sort packages.

7.1.2.2 User Friendliness

The FEADS program was designed with user friendliness as a specific objective.
The degree of user friendliness which could be achieved was expected to significantly
affect the ease of industry acceptance of the automation package. The FEADS program
was ekpected to be used by experienced analysts, cirenit design engineers, and possibly
lower skill level individuals which had been assigned various peripheral tasks.in a large
FMEA. The potential users were expected to inélude individuals with very limited
computer backgrounds. D

The user friendliness goals for. the FEADS program were achieved thmuéh a

combination of built in guidance and users manual. The FEADS program guides the user -

* with question and answer and menu driven type approaches throughout the automation
package. The FMEA matrix is developed using an interactive screen approach.
Additionally, for those items where a question and answer type approach would become
overly repetitive for experienced users, a users manual is provided. -

7.1.2.3 User Interactive

The FEADS program was designed to be directly user interactive sinée this also '
enhances user friendliness. The user communicates with the program through the use of
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~ various input screens which are specifically designed for user interaction. Figures 26,
27, and 28 are the primary matrix input screens. ‘The user communicates to the program,
~ the effects on outputs {Figure 26), and test ' oints (Figure 27) of failures and includes
appropriate remarks (Figure 28). This type of interactive technique is ideally suited to
facilities where direct. on line computer services can be brovided at 9600 baud or
greater speed. Acceptable performance can be obtained at slower terminal speeds;
"however, a noticeable delay in the updating of the users screen oécurs. In addition to
' allowing an understandable, straightforward user input, the interactive screens provide
~many of the needed codes and ancillary information to the analyst for easy reference at
the terminal. Also, default values which remove the need for tedious entry of redundant
" information have béen used where appropriate. This has resulted in a user friendly,
interactive entry technique which significantly enhances the FEADS prog'rani useability.

7.1.2.4 Complement Advanced Automated Technique

The FEADS autcmation package wés specifically designed as a complement to the
Advanced Automaied.’l‘echnique. The program replaces any need for the development of
the matrik FMEA on paper. The program is usable at all phases of FMEA development
except the planning phases. The program provides various FMEA outputs which are
consistent with the Advanced Matrix Technique. A matrix output is provided, along with
the capability for a single page output per failure (see Seetion 7.2.3).. Qutputs which
provide BIT summaries and test point and indicator information are also available from

. the-: FEADS program. The test point and indicator output and BIT output provife a
substantial reduction in the effort requxred to produce these analyses when compared to
manual methods

7.1.2.5 Quick Response For Assembly Level Outputs
The automation package is designed to allow the user to rapidly obtain matrix

outputs at the assembly level. A relatively rapid response time is considered to be.
important since these outputs will be used to validate work currently in process. This'
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INSTRUCTIONS: - |CODES FOR FAILURE EFFECTS

1 i
* LOCATE CURSOR 0 = STUCKAT ZERO T = TIMING OFF '
* USING SPACE BAR, PLACE|1 = STUCK AT ONE ' Z = STUCK AT HIGH SPEED
CURSOR UNDER DESIRED M = MISSING = ’
QUTPUT O = OPEN -
* ENTER CODE FOR THE S = SHORT TO GROUND =

RELATED EFFECT
* CONTINUE UNTIL END OF *# 4 @ * & * & ¢ v COUTPUTS® * * * & % % & + 4

LINE, PRESS (RETURN) s * * » + « TESTPQINTS * * * * * + + =+ =
* REPEAT FOR FOLLOWING |E » e * v + s REMARKS* * + * * » & » ¢ «
LINES v -
€lo o 0o 0o o
PARTS/INPUTS RIUU U UWU
ifTTTTT
REFDES Tio 1 2 3 &
oR FAILURE MODE |Y
SIGNAL
» » * * * » L 2 L L ] * » L ] * - - - * L ] - » *
» - - L ] » * » : ] * » * * * - L ] - - * * L ] L 2
R10 OPEN . '
R10 SHORT
ca3 OPEN

)
T

[

s

Figure 26. User Interactive CRT Display — Outputs Screen
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INSTRUCT!ONS: CODES FOR FAILURE EFFECTS ',f.
]
* LOCATE CURSOR E = ERRATIC O = OPEN l‘“
*USING SPACE BAR, PLACE |.F = OFF FREQUENCY S = SHORT TO,GROUND
CURSOR UNDER DESJRED | H = HIGH OUTPUT/VOLTAGE -
OUTPUT L = LOW OUTPUT/VOLTAGE -
*ENTER CODE FOR THE M = MISSING -
RELATED EFFECT ’
*CONTINUE UNTIL END OF * % ® & x * % x * £ QUTPUTS® * * * ® * % * « * «
LINE, PRESS (RETURN) B{* * * * * x * » » *TESTPOINTS * * * * * & « % & +
*REPEAT FORFOLLOWING [| [* * = * % * % % % # REMARKS® * * * * * * *
LINES TF .
TT
PARTS/INPUTS D|s s
$ TT
REFDES F ' PP
s | e [Tl
SIGNAL : 712
Xk k * k k %k ok kR ok K * R R EE R *
Xk kR ® K K X R Kk ok TR kR Kk E R K Rk
R10 OPEN
R10 SHORT
c23 OPEN

Figure 27. User Interactive CRT Display — Test Points Screen
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 INSTRUCTIONS: CODES FOR FAILURE EFFECTS 5
E . -
* LOCATE CURSOR - - v g
* USING SPACE BAR, PLACE| = - .
'‘CURSOR UNDER DESIRED| = - 7k
OUTPUT - - R
* ENTER CODE FOR THE = - &
RELATED EFFECT ' : <
* CONTINUE UNTIL END OF * % % % % % #0QUTPUTS* =+ * = » =+ = e
LINE, PRESS(RETURN) (Rl # % * * &« » TESTPOINTS + * % % * = Sl
* REPEAT FOR FOLLOWING s * * % % » * *REMARKS* * * + x % = H
LINES . Tt
A 53’
PARTS/INPUTS R o
PLEASE ENTER THE CORRECT REMARK CODE 'L'_.a
REFDES . Q
OR . F
I AILURE/MODE R
R10 OPEN 4

Figure 28. User Interactive CRT Display — Remarks Screen
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allows the analyst using the program to obtain n-:ded hard copy feedback in a timely
manner. ' '

7.1.2.6 Minimum Training ’Requiremént-

The FEADS package and its accompanying documentatién have been specifically
tailored to minimize the training required to use the program. The user interactive
program package and its accompanying user's manual are expected to provide a
documentation package to allow operation of the program. Specialized training should
not be required. : '

7.1.2.7 Easy To Update

The FEADS automation package has been desi'gned'to allow updates to occur with a
minimum of effort. The program contains special routines to recognize file changes and
to direct the analyst to these change activities when appropriate. This was 2onsidered a
high priority item within the program development due to the rapid rate of change which
is normally a part of the electronic equipment design and development process.

7.1.2.8 Computér Resource Requirements
The program development effort was conducted without oomiderih'g computer

resources as a limiting requjrerhent. ‘The using organization is responsible for providing
the needed resources.

7.1.2.9 System Output Response Time

The automation development assumed that system level 6utputs such as complete
FMEAs, BIT summaries, and test point and indicator summaries would not be required on

~ an immediate output basis. These reports are requested using an interactive mode;
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however, the routines required and the size of the information base which may be printed

may preclude quick response outputs for extrenieljr large systeina. These outbuts can be
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requested at the end of a normal working shift or at such times when significant
computer resources can be dedicated to the FMEA in process, if the available computer
resouices are overloaded by the requésted program output. The potential for this
pi'oblem is dependenf on the size of the system being analyzed and the available
computer resources. ' ' :

The groundrules and assumptions which were utilized in the development of the
FEADS program have resulted in a flexible, user oriented FMEA automation package
whieh should significantly reduce the labor required for an FMEA. '

.7.2 AUTOMATION PACKAGE OVERVIEW

 7.2.1 PROGRAM DESCRIPTION

The FEADS automation package is a set of FORTRAN based routines specifically
designed to be used for FMEAs being performed utilizing the Advanced Matrix
Technique. The program consists of one main and 33 subroutines developéd utilizing a
structured programming approach. The FEADS auiomatic package has been structured
to allow a 'maximum of user comfort when using the program while demanding a
minimum of training. ' , ‘ |

The user environment provided by the FEADS prdgfam is one of continuous
interaction with the program in an on-line basis to create 'th‘e files which contain the

- analysis results. These matrix files are then used to create the various t'eports which the .

analyst requlres to document. the FMEA process and to provide hard copy workmg

" information for design evaluation. The program mterfaces with the user through a set of

mteractxve screens which are updated in response to user actions. The user is provided
with the capability to direct the program to any desired action qmckly and with a

'mlmmum potentnal for error.
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The program is structured to provide two interrelated but separate sections. A
basic overview of the program construction is shown in ‘Figure 5. The user can enter
either of two possnble program environments, assembly or system. Upon entering the
assembly level environment the user can create, update, or change an assembly matrix
tfile. The user can also print selected assembly level outputs once a file has been

- created. L. on entering ‘the system level environment the user can provide the program
with a system definition, delineate or update the systems operation mode file, or request
. any one of several available system level outputs for hgrd copy print. Changing between
the system and assembly environments within the program as well as between the various
subsections is permitted. ‘ _

The assembly use environment is desngned to allow the creation and modlficatlon of ,
matrix files containing the FMEA circuit analysxs resultz. An overview of the assembly
environment showing file useage and available outputs is given in Figure 30. The

- program user has three poaiblé options. He may create an entirely new matrix file to
hold FMEA results for a new assembly, he.may change the entries presently in an
existing file to correct previous errors in an update process, or the analyst can add or
subtract individual circuit parts in a matrix, usually in response to design changes. The -
program is dependent on the existence of several user supplied files and of some files
which are normally system resident files but are user modifiahle. The files required to
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; operate the program are discussed in Section 7.2.2.

;( The system use environment is designed to a'llo'w the creation of the top level

2 matrix file, the creation of the system definition file, and the assembling and printout of
o . the available system level FMEA outputs. An ow}erview of the system ehvironment

;2 . structure showing file useage and available outputs is given in Figure 31. The program
;;' user has thé option of creating, updating or changing the operation modes matrix in a

4

manner similar to that described in the paragraph above. The user can also select from
several available outputs. Some of these outputs are quite large and can provide the
entire FMEA documentation. The input files required ure discussed in Section 7.2.2. The
available outputs are discussed in Section 7.2.3. | | -

‘The overall automation package is expected to significantly reduce the labor
required to document an FMEA which is performed utilizing tlte advanced matrix
technique. The FEADS pacltage is especially valuable in allowing'a-maximum value to be
received from the FMEA information which ‘has been develoged. The program provides
both a BIT and a test point and indicator output which are useable in evaluating the




E. SPRNCES AL NN Firery u.k.“»ﬂ WD S WA I Lorsostyrast. W8 e § iicide &.rwknrwwwhwu.,khﬁwﬂ Jea K EEES mr h.h..&.
Wey) mopg oney weilolg SV ‘6z dmbg
]
S1N41N0 i
03103738
INIbd
3OV4UILNI -
A uasn v
XIULVW ASSY
31vadn
30VHILNI mu&z%pm" mwzw—box 1 Wnes NILHon
u3sn ) 3 1134
XIMLVW ASSY XIMLVIY ASSY A X NOILINI33Q ©
JONVHD ALvaIuD N3LSAS nousaaon WS1SAS 53

S YEF MR
e3dx

3

Ly

R

0 I K
" "f:‘é.f.'-e

4
€

yv
b

- ,A.skl\
NOILYHIdO ey
3ONVHD XiHLVW M3N zﬁwwmfm%o NOILINIZZa oie
: IdAL . WILSAS n.h.. .
vl
A
L
- . h’
Y
$LNdLNO o]
a3u1s3q LG |
103138 2 e
INILLNOY b
A WIISAS ) LAY
A18W3SSY : R
) \ 3,
a] - i K‘W
- 9 e
7 1 v H
& 1HV1S .
s . .
g £
- 7
. _ xie
M.\.,-
[ Ry Ay g RTINS . oa ~pta = JL AL RIP Tl o o et RE IR g TL L - . .,”u
PN PR KAARRAS | FAINNAKA - Ul AR LARRAAKL [+ | FEARAAAT I | e




TYeE C
NEW MATRIX CHANGE

OPERATION

UPDATE

CREATE —{ USER
ASSEMBLY INPUT o= USER
MATRIX SCREEN

CHANGE USER
ASSEMBLY INPUT o= USER
MATRIX SCREEN

UPDATE USER
ASSEMBLY INPUT == USER
MATRIX SCREEN

—

| 1
QUTPUT | . @ ouTPUT

8,10° 8.10*

PRINT
. SELECTED
OUTPUTS
ASSEMBLY ASSEMBLY |’ (s> ASSEMBLY
: BIT

FMEA

| SEVERITY
MATRIX

LISTING

) b:.. v Y 'J-u

* See Table 7
. Figure 30. FEADS Assembly File Usage and Outputs
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diagnostic capability of the design. These outputs are very difticult to assemble by hand
due to the volume of information which the analyst must reorganize. Both outputs can
be easily requested from the automation package. '

'7.2.2 PROGRAM FILES

The FEADS program package requires the existence of various files for proper
operation (see Table 7). The files Which are used by the program fall into three
categories; user created and FMEA dependent, user modifiable system information files,
and program used temporary files. Each of these file types may be in use on any given

‘program operation. A detalled description of the content and format of all PEADS
program files is provided as a part of the program users guide.

The user created files comprise those files which are depeﬁdent-on the individudl
system under analysis. These files are created by the analyst either offline or through '
the use of the FEADS program package. Files of this type are the mcst numerous as .
three files for each assembly must be created.

The user modifiable system information files are those files which supply general
information to the automation package. The user can access and modify these fiies
throvgh the use of an on-line edit package (not a part of FEADS). Generally the user will
not need to access these files as they pruvlde information which will generally not
change from program to program. These files need to be changed with some care as the
changes have the potential of affecting stored FMEA results which may need to be
accessed and printed at a later time. Responsibility for maintaining the system
information files should generally be assig‘ned to one individual to maintain control over
the impact of changes. :

The temporary program files are inaccessible to and transparent to the user of the
PEADS automation package. These are files which the program creates, uses, and
deletes while it is running. These files are mentioned here in that they can consume
considerable storage resodrce’s within the computer facillty; Data processing
professionals which have been tasked with Installing the FEADS package should consult
the programmer's notes section of the user's manual {or further information. The

" temporary files are not discussed in Table 7.
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' TABLE 7. FEADS PROGRAM FILES

" Title Description
Assembly File This is the assembly parts file. The program

Outputs failun Effects File
Test Point Effects File
Part Failure Modes File

Signal Failure Modes File

Old Matrix File

Output Signal File

' TN N L 2N X
b A yy{;r 'y"}"w;f”"

user muf')create one of these files

off-line'“’ for each assembly in the FMEA.
The file contains information on the parts
making up the assembly, their failure rate,
appropriate test points, inputs, and outputs. -
This is a user created, FMEA dependent file.

This file provida the program with a list of
possible output failure effect codes for

'display to the program user in the user -

interface sereens. This is a user modifiable,
system informati n file which has been

. created off-line pnor to program use.

This file is siinilar to the Output Failure
Effects File. The only diffe. :nce is that the
effects contained within the file relate to
test points.

This file supplies the automation package
with the appropriate failure modes and
occurrence percentages for the various
electronic part types. This is a user
modifiable, system information file.

This file provides the program with the
appropriate failure modes for each signal
type. This is a user modifxable, system
information file.

This is a designatién a1 the existing

assembly matrix file when it is being used to

facilitate update or change routines. This is
a user created (using FEADS), FMEA
dependent file. .

This is a file which contains a list of -
assembly level outputs for program use. -

_The file is created by the program.




TABLE 7. FEADS PROGRAM FILES (Continued)

Ref , :
No. Title Description

8 New Matrix Fil2 This is the assembly matrix file created by

‘ the assembly level matrix programs during -
the create, update and change assembly file
routines. This is a program created, FMEA
dependent file.

9 | System Definition File This file contains the information necessary
' to define the system in terms of matrix files
to the program. The file also contains the
information needed to allow completion of
some parts of the single sheet output
forms. This is a user created (using
FEADS), FMEA dependent file.

10 Remarks File . . 'This file holds the remarks to be printed
with the various assembly level files. These
remarks are held in this common file for all

assemblys. The file is created by the
program user utilizing FEADS during the
creation of the matrix files (#8).

(1) The reference number given to each program file in Table 7 is the reference number
used in Figures 30 and 31. These numbers do rot relate to the program code.

(2) "off-line" refers to the activities which occur separate from the FEADS program. A
file which is created "off-line" is one which has been prepared using a text editor or
a similar system utility. - ;

7.2.3 PROGRAM QUTPUTS

' Tﬁe FEADS automation package has been snfuctured to providé a wide range of
output formats which enhance the cross discipline useability of the FMEA material.

. Each-of the available outputs is discussed in Table 8. A sample of each output format is
provided in Figures 32 through 42. The various available system level outputs depend on
having all the necwsary information developed. In general, the analyst will find it
difficullt to receive some of the outputs until all FMEA activity at a given level of design
detail is completed. ' - ‘
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TABLE 8. AVAILABLE PROGRAM OUTPUTS

Title

ASSEMBLY LEVEL
OUTPUTS

FMEA Matrix

Criticality
Summary

BIT Summary
Single Sheet

SYSTEM LEVEL
OUTPUTS

Mission Phases

FMEA Worksheets

Part Failure | ,
Mode Dictionary

Signal Failure
Mode Dic tionary

Severity Summary

&m.:%'s‘:a&w ';% 3:; 3

Desaription

This is an output of the created FMEA matrix for use by the
enalyst in checking for errors and as a record of the data entered.
Figure 32 provides a sample FMEA matrix output.

This is a listing of the assembly failures as recorded by the analyst
in orcer of their severity classification and by criticality number.
Figure 33 provides a sample severity listing output.

This output consists of a listing of the possible assembly level
failures with their BIT detectability listed. Flgure 34 provides a
sample assembly level BIT summary.

This output provides the FMEA for the assembly level in a single * °
sheet format which complies with the intent of MIL-STD-1629A. ‘
Figure 35 provides a sample assembly level single sheet output.

This is a system level summary of the operating pheases or r’f:odes,
provided to the program by the analyst, which the program uses in
preparing the FMEA. Figure 36 provndes a sample mission phases
output. .

This output option provides a coraplete set of single sheet type,
MIL-STD-1629A outputs for the eniire system structure. This

| output is very similar to the assembly level output except that the

effects of failure at the next two higher levels of hardware
indenture are included. Figure 37 provides a sample system level
FMEA worksheet output.

This output is essentmuy a prmtout of the mformatxon contained in
the part failure mode files. Figure 38 provxdes a sample fauure
mode dictionary output.

This output provides a printout of the data contained in the
signal failure mode file. Figure 39 provxdes a sample faxlure
failure mode output.

The Severity Summary output provides a listing of all single point
failures within the system in order of their severity classification
and criticality number. Figure 40 provndes a sample severlty
summary output.
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TABLE 8. AVAILABLE PROGRAM OUTPUTS (Continued)

location (if any) of BIT detection. Summary information is
provided for each.module and for the system, including a measure
of BIT effectiveness. Figure 41 provides a sample of the output
format for the BIT summary. o

Title Description i
BIT Summary The BIT Summary output consists of a listing of all the failures N
which are possible within a system, organized by module, and their ’r'

Maintainability The maintainability information output provides a listing of failures
‘Information which have an effect on user designated test points. The output is
' . useable in determining the adequacy of the various test points and
indicators of the equipment being analyzed at each level of '
maintenance. An example of the test pomt and mdxcators output is
provided in Figure 42. ,

7.3 USING FEADS FOR ADVANCED AUTOMATED TECHNIQUE FMEAS

The FEADS automation package has been specifically designed to aid in the
performance of FMEA utilizing the advanced matrix technique. The primary advantage
provided by the FEADS program is a reduction in clerical effort and the ability to easily
access the deve loped data in the needed arrangement'for optimixm useability. The
program also provides a means of generating formal, report oriented, documentation.
This documentation is suitable for data delivery when such r'equiréments are imposed
contractually. ' '

'7.3.1 FMEA PLANNING

The FEADS automation package is not directly useable during the FMEA planning
activity required by the Advanced Automated Technique. The planning phase activity is -
designed to prov1de g'uidance to the analyst with respect to the proper depth and-focus
for the FMEA. The FEADS program is designed to record analysis results and to provide
analysis documentation. The program has not been designed for creating any planning .
documentation. The FMEA plahning activity should be used to provide initial guidance in
the file organization conventions and procedires as they relate to the use of the
automation package. The organization and control of tile names is not likely to
represerit a major concern for small syétems; however, file naming conventions become
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»
2
Criticality Summary %

CLS REFDES PART NO/DESCRIPT PIN# FAIL MODE CRITICALITY#

4 POWER1 +5VDC 0 MISSING .549SE-0T

4 POWERL +5VDC 0 SHORT-GND .SL9SE-0T

4L POWER2 -15VDC 0  MISSING .SUGSE-07

4 POWER2 -15VDC 0 SHORT-GND .S49SE-0T

4 POWERL +5VDC 0 LOW OUTPUT .4396E-0T

4 POWER2 -15VDC 0 LOW OUTPUT .4396E-07

b u2 54LS197 2 .STUCK € O .349TE-0T7

& U2 SLYLS197 2 STUCK @1 .3497E-07

Y U2 SL4LS197 9 STUCK @O .349TE-07

L u2 54LS197 9 STUCK €1 .349TE-07

Yy uv2 S5LLS197 . 12 STUCK € O .3L9TE-07

4 U2 54LS197 12 STUCK @1 .349TE-0T

4 POWER1 +5VDC 0 OPEN .2198E-07

4 POWER2 -15VDC 0 OPEN .2198E-07

4 POWERL +5VDC 0" HI OUTPUT .1099E-07

4 POWER2 -15VDC 0 HI OUTPUT .1099E-07

4 POWERL +5VDC 0 ERRATIC .5495E-08

4 POWER2 -15VDC 0  ERRATIC .S4U9SE-08

4. R10 RLROT7C1142GR 0 OPEN .4SSTE-08

k R10 RLROTC1142GR 0 SHORT .4SS7E-08

b u2 SULS197 2 STUCK €HIZ .2809E-09

y uv2 SULS197 © 9 STUCK €HIZ®'  .2809E-09

4y c23 CKOS5R123K 0 OPEN .61T0E-10

b c23 CKOSR123K 0 SHORT .61T0E-10

4y CR1 ' 1NMWMIY 0 OPEN .6160E-11

Figure 33. Example Assembly Criticality Summary |
' BIT Detectability Analysis (Assembly)
, . TOTAL . BIT DETECT
IND SIGNAL | Dsscm?rn . FAILURE RT  FAIL o BIT %
0 ouTO S JRT-GND .USSTE-08 ..455TE-08  100.0
0 ouUTo . STUCK € 0 .2683E-06 .uSSTE-08 1.7
0 ouUTo STUCK €HIZ .6160E-11 F160E-11 100.0 .

o) TIMING OFF .1210E-06 .1234E-09 .1

d15-6Z82Y

Figure 34. Example Assexﬁlzly BIT Summary
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FMEA Worksheet for FTRST ASSEMBLY

~ . FMEA Date: | PREP | APPR

WED, MAR 14, 1984 | BY R. DAVIS | BY P. GODDARD
Schematic Diagram: 1-3 : Revision: A
Block Diagram: 1-1 ' ' Revision: A
Parts List: 1-2 ' Revision: A
Item Part Number: RLRO7C11L2GR Indenture: 8

Reference Mnemonic: R19

------------------------------------- LT L Y P L Y P P Y T Y LY Y P

Failure Mode: . SHORT

‘Local Eftect(s) T
Outputs:
ouTo SHORT-GND  Severity: 4 BIT Detected ? Y.

Test Points:

Failure Effect Probability (Beta): 1.000

Failure Mode Ratio (Alpha): _ .500

Failure Rate (Lambda-p): . .9114E-08

Operating Hours (t): 1.0

Failure Mode Criticality Number (Cm): .455TE-08

+ Item Criticality Number (Cr): .911LE-08
................ meceemcmceccmceescecmmescesapemcsecsscemcceececmasan

Remarks: This frailure is detected by the master cycle of
. B1T, ich occurs once every minute. Upon detect-
ing this, the CPU shuts down. '

Fkgu.re‘.‘is. Example Assembly Single Sheet Output
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.

FFFFF A  DDDD SSs Mission Phases Summary

F E AA ' D' D S " for
FFF EEE A A D D SSS
7 E AMMAA D D S ** FEADS Demonstration "*
¥ A A DDDD  SSS
** e e OPERATIONAL MODE * * * * | °  FAILURE
. | '
| | | 'SEVERITY| OCCURENCE
MNEMONIC |  DESCRIPTION | USAGE | CLASS ! RATE
ACPWR POWERED BY. AC 950 1 .T423E-09
: 2 .5675E-08
3 .0000E+00
B .5685E-08
BATPWR  POWERED BY BATRY 056 1 .0000E+00
2 .6417E-08
3. .Q000E+00
4 .5685E-08

dEY-6282Y

Figure 36. Example Mission Phases Summary
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FMEA Worksheet for TESTING VERSION 1.1 Page: 11

- P T T N S R R RGN MBMBER T EWREmE ® - e -

D e e T D D W G ML T A P Y R S W P G P AR T o A s G SD D D P T R L G R YD YD 4D R D IR Y PR AP S G W D S R R e

FMEA Date: | PREP | APPR
SAT, AUG U4, 1984 | BY R. DAVIS |. BY P. GODDARD
Schematic Diagram: 1-3 Revision: A
Block Diagram: 1-1 Revision: A
Parts List: 1-2 _ Revision: A

- - P D S G P R AR e D A TR T TR G G D W L G U D D D D AR R G W TR TS P M e e W

Reference Mnemonic: CR1
Item Part Number/Sigual Description: T20604-24

- = AR W A AP P D R P S W D TR D D T D R D D R Th P WD S T R A D W AP T YR .
A N A R L L T R Y R R L Y P T T

Failure Effect Probability (Beta):  1.000

Failure Mode Ratio (Alpha): .500
Failure Rate (Lambda-p): . .387SE-09
Operating Hours (t): 1.0

Failure Mode Criticulity Number (Cm): .1937E-09

Item Criticality Number (Cr): .3875E-09

Remarks: This causes all DC output volteges to be erratic
. due to breaskdown in the full-wave rectifier.

-------- e L L R N P L L T L L A L L Ll Ll e B adedinde Al
1

Figure 37A. Example System FMI;'.‘;A Work Sheet Qutput (Page 1 of 3)

dyy-628ZY

Local Effect(s): . B . Page: 1la

P ERRATIC
pwe ERRATIC
PW3 ERRATIC
STAT ' STUCK € 0

Test Points:

dZ5-6292Y

IR

SR AR AT T TR
) IS TACW LA MRS

Figure 37B. Example System FMEA Work Sheet Output (Page 2 of 3)
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Effect(s) at Higher Levels:

A D Y G S YR D e U G S T D D D N D D P AL N W S D R D U D AR L TP AR D AR R P D D D D AR A R '

Level + 1
DODC  CNTR

. DODD  DIR
DODH  BEAM
DDDD  DIR
DODB  TEMP
DODB  PRES
DDDE  TOR
DODF  ALARM

'DDDG  ALARM1
DDDG  ALARM2
DDDG ALARM3
DDDF  ALARM

TIMING OFF

ERRATIC
ERRATIC
ERRATIC

FRRATIC

- ERRATIC

ERRATIC
ERRATIC
ERRATIC
ERRATIC
ERRATIC

STUCK OFF

Level + 2:

DDDH  BEAM
DDDG  ALARM3
DDDG  ALARM3
DDDC  CNTR
DDDG  ALARML
DDDC  CNTR
DDODG  ALARM2

TIMING OFF
ERRATIC

ERRATIC

TIMING OFF
ERRATIC

TIMING OFF

Figure 37C. Example System FMEA Work Sheet Output (Page 3 of 3)

¥ *\W % »;'r'
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o ° Part Failure Mode Dictionary . Date: MON, APR 30, 1984 5 E,
------------------------------------------------------------------- © g;hﬂ:'r
Part Part Failure Mode s B
Type Sub-Type Failure Mode ' Probability -
P ] 1 1 STUCE € 0 .498
& 1 1 STUCK € 1 .98
’. 1 1 STUCK €HIZ .00k
by 1 2 STUCK € 0 kg8
- 1 2 STWCK € 1 .498
‘ 1 2 STUCK €HIZ .00k
, 1 3 STUCK @ 0 .4g8
> 1 3 STUCK € 1 498
N 1 "3 STUCK €HIZ .ook
$ "1 . STIXK € 0 .98
3 1 N STUCK € 1 498
) 1 N STUCK 6HIZ .00k
' 1 5 STUCK € O .498
! 1 5 STUCK € 1. . 498
* . 1 5 STICK €HIZ .00k
) - 1 6 STWCK @ 0 .498
5 1 6 STUICK € 1 .4g8
N 1 6 STWCK €HIZ .04
1 7 STUCK € 0. .hg8
1 7 STUCK € 1 .498
. 1 7 STUCK €HIZ .00k
; 1 8 STICK € 0 .498
P 1 8 STICK €@ 1 .ug8
~ 1 8 STUCK €HIZ .00k
b 1 9 STIXK € 0 .98
D 1 9 STIXK @ 1 .98
1 9 STUCK €HIZ .00k
1 10 STUCK @ 0 .u98
1 10 - STICK @ 1 .98
1 10 STICK @HIZ .00k
2 1 . OPEN B/C 1167
2 1 OFEX B/E 167
2 1 OPEX C/E .167
2 1 SHORT B/C 167
2 1 SHORT B/E 157
2 1 SHORT C/E 167
2 2 OPEN B/C 167
2 2 OPEN B/E 167
2 ‘2 OPEN C/E .167
2 2 SHORT R/C .167
2 2 SHORT B/E . .167
2 2. SHORT C/B .167 I
2 3 OPEM B/C 167
2 3 OPEN B/E - .167
2 3 OPEX C/E 167
2 3 SHORT B/C .167
2 3 SHORT B/E- .67
2 3 SHORT C/E 4 167
2 S ' OPEM B/C 167 .
2 " OPEN B/E .167
2 4 OPEN C/E .167
2 " SHORT B/C 167
2 " SHORT B/E 16T
2 " SHORT C/E 167
2 s OPEN B/C. .167
Figure 38. Example Part Failure Mode Dictionary o ;E;g
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»
Signal Failure Mode Dictionary Date: MON, APR 30, 198k 2
................................................................... 3
Cignal Signal Failure Mode
Type Sub-Type Failure Mode Symbel Probability
21 1 DISTORTED D .005
21 1 ERRATIC E .0L5
21 1 ' HI OUTPUT : { .100
2 1 LOW OUTPUT L .100
21 1 MISSING M .500
21 1 OFF FREQ 4 .005
21 1 OPEN 0. .200
21 1 OSCILLATES R .005
21 1 SHORT-GND s - .005
.21 1 TIMING OFF T .050
22 1 OPEN 0 .005
22 1 SHORT-GND s .005
22 1 STUCK € 0 0 450
22 1 STUCK € 1 1 450
22 1 STUCK €HIZ 4 .050
22 1 TIMING OFF T .050
23 1 ERRATIC E .050
23 1 HI OUTPUT H .100
23 1 LOW OUTPUT L .hoo
23 1 MISSING H .500
23 1 . OPEN 0 .200
23 1 SHORT-GND s .500
2l 1 ERRATIC B .100.
24 1 HI OUTPUT : ,.200
24 1 LOW OUTPUT L .200
2y 1 MISSING ] koo
2y 1 TIMING OFF T .100
25 1 ERRATIC E .333 o)
25 1 STUCK oM 1 .333 SN
25 1 STUCK OFF (] 333 o
26 1 . ERRATIC B .100 sl
26 1 BI OUTPUT B .200 S
26 1 . . LOW OUTPUT L .200 o
26 1 MISSING ] 400
26 1 TIMING OFF T .100 grags
27 1 PATTERN ED P .200 LR
27 1 ~ STUCK € 0 0 .200 Y
27 1 STIKK € 1 1 .200 v
27 1 . STUCK €HIZ 2 .200 )
27 1 TIMING OFF . T .500 R
27 1 WRONG WORD L] .200 j):
' ' o
Figure 39. Example Signal Failure Mode Dictionary : RSN
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el

L.
. » ﬁ::"::
. - Severity Summary ® AR
. 3 &l
' . g a{ﬁ,:n
I CLS ASSY REFDES PART NO/DESCRIPT PIN# FAIL MODE CRITICALITY# ® o
! . oo
. 1 2222 FIRE FIRE ENABLE 0 TIMING OFF  .61TCE-19 - ferd
' 1 222Z FIRE FIRE ENABLE 0 STUCK €1 .5553E-18 G
; 2 DDDA 2Dl . RD2E(B3) 0  SHORT .2819E-08 F‘:
‘ 2 DDDF BPOWER RESERVE POWER 0 MISSING .0000E+00 B
2 DDDF BPOWER RESERVE POWER 0 OPEN .G000E+00 "
. 2. DDDF BPOWER RESERVE POWER 0  SHORT-GND .GOOOE+00
3 DDDA CR1 720604-24 0 OPEN .1938E-09 , i
'3 DDDA CR1 720604-24 0  SHORT .1938E-09 - tf_-:-:j‘
3 DDDA- CR2 720604-2k 0 OPEN .1938E-09 % 54
3 DDDA CR2 720604 -24 0  SHORT .1938E-09 : i
3 DDDA CR3 720604-24 0 OPEN .1938E-09 .
3 DDDA CR3 72060424 0  SHORT .1938E-09 .
3 DDDA CRM 720604 -2k 0 OFEN .1938E-09
' 3 DDDA CRM 7206Ck-24 0  SHORT .1938E-09 - * 3
: 3 DDDA ‘1 RD2LE(B3) 0 OPEN .2819E-08
: 3 2722 ACGND  GROUND 0 ERRATIC .6170E-13
; 3 2222 PWRIN  115VAC 0 ERRATIC .6170E-13
! 3 DDDF 3POWER RESERVE POWER 6 LOW OUTPUT  .0OOOE+00
I L DDDB DAC1 DAC0800 : 2 STUCK €0 .8884E-09
: 4 DDDB DAC1 DAC0800 2 STUCK @1 .88BLE-09
f 4L DDDB = DAC1 DAC0800 L STUCK'® 0 .888LE-09
i L DDDB = DACl DACO800 L STUCK €1 .888LE-09
: L 2222 . FIRE FIRE ENABLE 0. STUCK @HIZ  .6170E-19
. L DDDB SW3 3113-03 0o OPEN .4689E-09
, 4 DDDB SW3 3113-03 0  SHORT . L6B9E-09
' 4 DDDF PTRANS  195000-86 o oPEN .Lu31E-09
L DDDF PTRANS  195000-86 0 SHORT .4U31E-09
! 4 DODB RTH 3011-0b 0 OPEN .38922-09
! : 4 DODB RTH 3011-0k 0. SHORT . .3892E-09
' 4 DDDE, .R1 710894-01 0 OPEN. .3867E-09
L DDDE Rl T10894-01 0  SHORT .3867E-09
L DDDB SWS 3113-05 o opex .3782E-09
L DDDB SWS 3113-05 0  SHORT .3782E-09
L DDDC VO T4166 13 STUCK €.0 .3365E-09
4 DDDC UO 74166 13 STUCK 81 .3365E-09
L ppc U 74166 : 13 STUCK @ 0 -3365E-09 4
4 Doc W 74166 © .13 STUcK @1 -3365E-09 *:*Laf
4 pobc U3 711 6 STUCK €0 .33608-09 ' ‘!}ﬁ;
4 opooc Ul Tu11 6 STUCK €1 .3360%-09 : %aég'
4 DDDA STAT . ON/OFF 0 STK @1 .3356E-09 , oy
4 DODB  SW8 3113-u8 0 oOPEN .3337E-09 4
4L DDDB SW8 | 3113-08 0  SHORT -33378-09 - R
L DODA 81 18uS500-09 o oreM - .33268-09 S
L DDDA .S1 184500-09 0  SHORT .33262-09 W
L DDDD H1 700138-5 . 0 OoPEN .31198-09 T
L DDODD H1 700138-5 0  SHORT .3119E-09 A S
4 DDDD H2 700138-5 0 OPEN T .3119E-09 o b
k ©ODD H2 700138-5 0  SHORT .31198-09 »
4 DODD .H3 - T00138-5 .0 OPEN : .31198-09 Py
4 DODD H3 ' . 700138-5 0  SHORT .31198-09 . S < ;
. . p:'u i
Figure 40. Example System Severity Summary Output ’ R E::\ S
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s for
'SSS .
S ** FEADS Demonstration **

-----------------

BIT Detectable Failure List

dévr628cY

O&'EUUNUQHF‘_QOQOOOOOOOOOOOOOOOOOOOOO_OOOOO

OPEN
SHORT
OPEN
SHORT
OPEN
SHORT
~ OPEN
SHORT
MISSING
MISSING
MISSING
MISSING
MISSING
OPEN
OPEN
OPEN
OPEN
OPEN
OPEN
OPEN
MISSING
MISSING
MISSING
OPEN
OPEN
OPEN
SHORT-GiD
SHORT-GMD
SHORT-GND
_oPEN
SHORT
oPEN
SHORT
OPEN
SHORT
OPEN
SHORT
OPEN

FHEHEHEHEE L ]

Figure 41. Example System Level BIT Summary
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' (vei'y important for large system FMEAs where several analysts may be used. The initial
planning of these file conventions is appropriate during the #MEA planning phase.

7.3.2 INITIAL EMEA ACTIVITY

Thae period of mmal FMEA activity produces nine distinct outputs (as shown in
Flgure 6, page 69). The FEADS automation package is used to provxde two of the
cutputs. The other seven possible outputs of the initial activity are not produced by the
- program, although the program will require the information generated by some of the
activities.

The program will allow the analyst to store the results of developing the operating
mode lo percent list and the preliminary signal failure modes/effects list. The
automation package is used to create the operation modes matrix, which is: the
automated equivalent of the FMOMEM and FMOMSM matrices. Additionally, the analyst
. should finalize any necessary planning of file conventiors to be used during the analysis
as a part of the initial FMEA activity.

The FEADS program will not assist the analyst in developing the design guidelines,
the revised FMEA planning, FMEA specification, preliminary mnemoniecs, or the
fundamental I/O definitions.

7.3.3 INTERMEDIATE AND DETAIL FMEA ACTIVITIES

The FEADS program is used extensiveiy during both the intermediate and detail
levels of FMEA activity. The analyst utilizes the program package to develop the FMEA
documentation in a matrix format. ‘The program is then used to procuce the various
) outpi'xts described-in Section 7.2. The program is particulérly effective in producing the
BIT and test'point and indicator outputs. These outputs are very tedious to assemble by
manual methods. The ability to obtain the various program outputs is depéndent-bn the
existence of sutficient information within the computer; The analyst can request the
various assembly level outputs as soon as the analysis of the assembly in question is
complete. The ability to obtain system reports is dependent on the entire equxpment
under analysis having been analyzed to a given level. The preparation of system level ,
reports which reflect the design analysis at the intermediate level of detau requires that . | : )

all assemblnes be analy..ed at the intermediate level of detail and mut to
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the program prior to requesting the output for the levél. It is possible to obtain results
from the FEADS program without completing the FMEA for all assemblies if the system
files are constrained to exclude all undefined assemblies and signals. This should not
generally represent a problem; however, the ability to obtain some types of information
may be paced by the speed of the slowest individual when multiple ahalysts are used on a
large FMEA. This requires the chief analyst to ensure that his avsilable resources are
being effectively used if the needed information is going to be obtained in a timely

manner.

7.4 PROGRAM LIMITATIONS

The FEA]jS program:package has been developed with a minimum of inherent
limitations. The computer resources available will be the only limiting factor for most
orogram functions. Where such limits mey be encountered, the analyst should consult
the facility manager at the installation where the program is resident. '

The primary resfrictions which are inherent in the program design are the limits on
input field sizes for the assembly matrices, restrictions on the number of test points and
indicators which may be simultaneously analyzed for the test point and indicators output
and the hahdling of next higher assembly effects for worksheet outputs.

Assembly matrices are limited to a maximum of twenty-five outputs and
twenty-five test points. This is expected to be sufficiently large to accommodate most
assemblies. When the numter of outputs or the number of test points exceeds
twenty-five, the analyst will be required to further sub~divide the hardware under
analysis for FMEA purposes. . .

The number of test points and indicators which ecan simultaneously be considered
for a given maintainability information output (Figure 42) is one hundred and tw‘enty.
This is expected to be sufficient for virtually all anhlysis.l When more than one hundred
and twenty test points must be considered, successive test point and indicator runs niay ‘

_be necessary.- This should not represent an unusual difficulty as the user merely specifies
" that a second set of test points be corxsldered on the succeeding program run. W
_ The worksheet outputs at the system level of program executlon provide next

~ higher assembly effects at the two levels of hardware indenture above the one at which
failure has been postulated. The program does not directly provide failure effects at the

_ system level for each postulated’ fa:lure, although this information can be directly
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obtained within the report set and is easily traceable. This is not actually a program !
limitation per ée, but reflects the judgment of the program development engineers that
effects at the two nearest levels of hardware indenture being available on one sheet was
preferable to one level of hardware indenture effects and system level effects.
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SECTION 8
RECOMMENDATIONS FOR FURTHER STUDY

The advanced matrix technique provides a methodology which ensures maximum
usability of FNlEA results while minimizihg the overall clerical workload imposed on the
analyst. The technique has not, however, solved all the technical difficulties which -
currently exist for FMEA. This creates a need for further refinements in FMEA -
technology to assure that tﬁe analysis remains viable for hardware using modern ‘
technology. The specific recommendations for further study fail into three categories.
The area of compenents remaiqs unresolved with respect to failure modes.and their
associated rates of occurrence.- The technical approach which is needed to do det_ailed_

FMEAs for software and for microprocessor circuitry at the piece 'part level of detalil is

undetermined. Additionally, the topic of cost-effective automated tools needs to be
reviewed periodically to identify those automation tools which have tecome
cost-effective due to changes in technology.

8.1 COMPONENTS

' The recommended study effort for components divides into two calegories of
effort similar to those used during this study. The collection of failure mode data for
bigh usage piece-parts (eg. resistors, capacitors, ete.) is possible and may be desirable if
numerical accuracy in criticality analysis is considered suificiently important. Further
study of the types of éomplex microelectronic device failures being experienced by.
mdustry and Government may be needed. The lack of adequate data on complex -
mlcroelectromc dewce faxlures isa lnmmng factor for’ pxece-part FMEAs.

8.1.1 H‘IGH-USAGE PIECE-PARTS

The development of a standard lxsting of potential failure modes for high usage
piece~parts does not represent an overwhelming technical challenge. The primary ef fort
would be one of data collection. The dats collection could be accomplished by _requmng
eppropriate reports on sevehal large Covemmerit programs or by initiating special data
colleclion' efforts at U.S. military depot maintenance locations. This data, once '
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compiled, should provide an accurate listing of the various types of failures being
experienced by each component type. This information could then be used to provide the
FMEA engineer with the appropnate fanure modes to consxder when performmg the
analysis. :

The identification of the appropriate rates of occurrence for the various fallure
modes of high usage components is possible but may not be achievable within a
cost-benefit ratio which is attractive. The establishment of the rates of occurrence for
each identified failure mode will require a large data base. The data base required may
equal or exceed in size the data base used to establish the failure rates and models used
in MIL-HDBK-217. ' :

The relative frequency of occurrence of individual componeht failure modes needs
to be identified to ensure numerical accuracy for cﬁticaﬁty analysis at the piece-part
level. The primary use of the data is to identify the haza?d level of single point,
piece-par_t failures which cannot be designed out. Correct assessment of the hazard
level requires that failure mode occurrence rates be known and that the rates accurately
reflect the final equipment use environment. This requires that the relative frequencies
assigned be based on field experience instead of factory data unless the factory data can
be shown to have a one-to-one correspondence with the field information. The majority
of factory data available does not have this one-to-one correspondence.

The available factory data falls into several categories. Most of this data cannot
be used to determine the relative failure mode occurrence rate with the accuracy
desired. Typical failure mode data available includes: '

° Cemponent Manufacturers
‘- Initial lot rejection results
- Lot re)ection results during any screening
e Equipment Manufacturers
= Incoming inspection reject results
-  Component screening reject results
- Failure information from equipment subeasembly
- Failure information trom equipment burn-in
- Failure information from final equipment acceptance tests
-  Failure information from production reliébility testing;
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The total amount of component failure mode data which could be derived from
these sources is potentially adequate to allo'v determination of the relative frequency of

. each failure mode. But this will require a substantial expenditure of time and cost to
.- collect the data. Additionally, the data does not necessarily correlate well to the use

environment. The failure mode data gathered during the time frame up to and including
equipment burn-in is likely to be biased. The equipment and corﬁponents are deliberately
subjected to environmental screening designed to detect and cause prominent potential
failure modes to occur during this period. This results in failure mode information
measuring the efficiency of the sereening imposed with respect to a given component

. failure mode being provided rather than data on what should be expected from fielded
~equipment. This data is probably adequate to determine which fauure modes are
' possible, but is not adequate to determme their appropriate rates of occurrence.

The only factory data which can be expected to correlate well with fielded
equipment is the data collected from production reliability testing. This data, while
relevant to expected field data, is not necessarily sufficient to provide the large data
base needed to determine the appropriate rates of occurrence accurately. There appears
to be a need for a data source, based on large numbers of deployed equipment, which
provides piece-oart failure mode data. The depot maintenance facilities of the U.S.
military orgahizations do not currently provide the required level of detail. A data
collection effort started at the U.S. military depot maintenance facilities could,
however, provide the needed data. ' '

The collection of en adequate amount of data would allow the determination of

_ ap'propriate_rates.of occurrence for the various failure modes. The cost would prooably

be prohibitively high.

8.1.2 COMPLEX MICROCIRCUITS

For piece-part FMEA, the approp'riote failure modes ano rates of occurrence. for
complex micro'electronic‘ devices remains undetermined. The primary problem is that
the analyst is without guidance as to the failure modes which should be considered during
the analysis. The lack of such guxdance effectwely precludes meaningful analysis at the
piece-part level of cxrcun,try employing complex microelectronic devices. This is not
necessarily a significant limitation to the value and accuracy of the analysis if all the
potenrtial types of failure occurrences are identified and analyzed at a higher level of .

f




hardware indenture. The performance of an FMEA analysis at a level of hardware
indenture above the piece-part level is somewhat more difficult to review for
thoroughness and accuracy, but the overall expense of the analysis should be somewhat
less than the cost of the same analysis at the piece-part level of indenture.

The problems inherent in 1dentxfymg and categorizing the failure modes of complex
microelectronic devices are discussed in Section 3.1. These diffi cumw should not
preclude periodic efforts to obtain data on the failures of coinplex microelectronic
devices. The expanding use of these devices in an ever increasing number and type of
products may eventually allow the proper failure modes to be established in a meaningful
way. The use of various types of complex microelectronic devices by the automotive
industry may provide a data base which is adequately large for the purpose of identifying

appropriate failure modes. A periodic investigation into the current availability of data '_
sources should be considered. - R k
‘V‘
8.2 FMEA TECHNIQUES | ' %
: 5

The advanced matrix FMEA technique provides a framework fo} performing and
recording the circuit analysis required as a part of the FMEA process. It does not,

however, resolve two technical issues which are potentially important with respect to ,{

the performance of the FMEA. The recommended means for treating complex
microelectronic device based circuitry need to be expanded if piece-part analysis of such B

circuitry is to be considered viable. Additionally, the methods to be used in assessing the t‘é:

’impact of software and/or firmware failures within the FMEA p_nocesa need to be » ;z

investigated. : S ',g;

The development of techniques to assess the piece-part failure etfects within ' wE

: circuitry employing complex microelectronlc devices needs to be pursued if piece-part : :
level analysis is to be valid. The initial problem is that the failure modes of these | -

. t“: devices are ndt defined. Defining and categorizing these failure modes is necessary prior . “
: g  to the deyelopment of an accurate methodology to assess their failure effects within L4
.>f equipment. The recommended study effort to define these failure modés is described in
. Section 4.1.2. Once the appropriate failure effects have been determined, the ey
;-'; methodology for an efficient and effective analysis of these failure modes needs to be ' ;::

| developed. : :
)
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Modern electronic equipment increasingly utilizes microprocessor-based control.’
This results in the impact of any failure being a funetion of both the hardware and the

RS

“

software design and implementation. Therefore the problem of software failure may

need to be considered as a part of the FMEA. The techniques necessary to allow ‘
software FMEA assessment need to be developed if FMEA is to remain a valid and é\
valuable tool for electionic equipment. There is a need for extensive work in the urea of Dy
software/firmware failure analysis and the application of that analysis to the FMEA %
. fot oy
process. ' ' ‘
8.3 FMEA AUTOMATION
. 2
This study has concluded that the standardization and automation of cireuit Ry
analysis for FMEA in a manner similar to that used for reliability predictions in va
MIL-HDBK-217 is not feasible. The lack of ability to provide this type of 4
standardization is expected to continue indefinitely. The validity of the study .}
conclusion, that the development of one integrated, comprehensive circuit analysis tool i‘i
for FMEA use is not feasible, may change as the availability of computer resources and ‘
analysis tools evolves. The issue of developing a cost-saving circuit analysis tool which ‘
is adequately fast and inexpensive, should be investigated periodically as electronic and :‘.
. ¥
computer technologies evolve. ‘ t
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